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MH(}OPMALIMOHHBIE PECYPCHI

MH(POPMAIMOHHO-TEIEKOMMYHUKAIMOHHAS. ~ HHPPACTPYKTYpa
JIOKaJIbHAs BEIYUCIIUTEbHAS CETh
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BHUPTYyaJIbHad JIOKAJIIbHASA BEIYUCIUTCIIbHAA CCTh



1 OBHIME INOJIOKEHUSA

1.1. ns 3aIUTHI WH(pOpPMaIMOHHBIX pecypcoB " uH(pOpMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHON uHppacTpykTtypbl (maniee — WP u WUTH) xenesHonopoxKHBIX
MpEANPUSITUHN PU B3aUMOJIEUCTBUU LIUPPOBBIX TEIIEKOMMYHUKAIIMOHHBIX CETEH CBSA3U
(manee — LHTCC) rocynapctB-wienoB OCX]] B MexXTyHapOTHOM COOOIIEHUH PEKOMEHIYETCSI
peanu3zoBath  cuUCTeMbl  oOecmeuenusi  uH(opMauuonHoi  OesomacHoct  (COUDB)
KEJE3HOJOPOXKHBIX  MPEATNPHUATUH, OCHOBaHHble =~ Ha  NPUMEHEHHH  MPaBOBBIX,
OpraHU3aIMOHHBIX U TEXHUYECKUX MEP.

1.2. lleapr0 HACTOSIIIICW TMAMSTKU SIBISIETCS OMPEICIICHHE OOIHUX TPHUHIIUIIOB,
KOHIEMIUU 3allUThl WHGOPMAllUU W YCTAHOBJICHHE YHU(DHUIIMPOBAHHBIX TPEOOBAHMIA K
KOMIUIEKCY OpraHU3alMOHHBIX U TEXHUYECKUX Meponpustuil no 3ammre oommx MP u UTU
KEJIE3HOJOPOKHBIX MpeanpusiTuil rocyaapcts-uieHoB OCXK]] B MeXTyHApOTHOM COOOIIEHUH
(manmee — >KeJIE3HOMOPOKHBIX MPEANPUATHI) B XOAE BCEro mpoiiecca (PyHKIIMOHUPOBAHUS
MH(OPMALIMOHHO-TEIEKOMMYHUKALIMOHHBIX CUCTEM M CETEH, CBS3aHHOTO C IOJATOTOBKOM,
00paboTKOH, XpaHECHUEM H TIepeadeii HHOOPMaIIUH.

1.3. OCHOBHBIMM  TIPUHIIMIIAMH  OpTaHU3allMU  3al(UThl  MHQOpMAIUU  TIPH
B3aumoeiicteuu LITCC xkene3HoqopoKHbIX NPEeANPUATAN SBIISIIOTCS:

— COOTBETCTBHE MEXIYHApOJIHBIM CTaHJApTaM, 3aKOHOJATENIbCTBY, HALIMOHAJIbHBIM
CTaHJapTaM U HOPMATHBHBIM JOKYMEHTaM IO 3alluTe WH(OpPMAIMU TOCyJapCTB-
ynenoB OCX/I;

— opraam3anus 3amuTbl uHpopmaruu B LITCC B pamkax cucTeMbl YHpaBlieHUs
nH(pOpMaIIMOHHON OE30MTaCHOCTHIO JKEJIE3HOJ0POKHOTO MPEATPUITHS;

— yHUQUIUPOBAHHBIM  TOAXOM K  TOCTPOSHUIO  CUCTEMBI  yIpaBICHUS
MH(OPMALIMOHHOW  0€30MacHOCThIO, 00€CNeYuBaOIIMKA  B3aMHOE  JIOBEpHE
YKEJIC3HOJJOPOKHBIX MPEANPUATUN K 3aluTe WHPOpMaluu Mpu B3aUMOJACHCTBUU
HTCC;

— TtexHonorndeckas  coBmectumoctb  COUB  IHTCC  xkene3HOq0pOKHBIX
OPEANPUSATANR B YacTH MEXaHM3MOB M TPOIEAYP 3alUThl WHPOPMAIHMH TIPH
B3aumoecteuu LITCC;

— aamunuctpupoBanue I[[TCC u COUBb LTCC B rpanHumax 3kejle3HOI0POKHBIX
aaMuHucCTpanuii rocynapers-uineHoB OCX/;

— MOHUTOPHUHT M KOHTpOoJIb 3amuiieHHocTH [[TCC, BbigBICHHE U pearupoBaHUE Ha
MHIUACHTH HH(OPMALIMOHHOM 0€30MacHOCTH BO B3aMMOCOTIACOBAHHBIX TPaHUIAX
Ha OCHOBE JIByXCTOPOHHUX COTJIAIICHUH.

1.4. TIpu pazpabotke [TamMsaTKM UCTIOIH30BAHBI IOKYMEHTHI:

— HNCO/MBK 15408-1 «UudopmarmonHass TexXHOJOrus. MeToabl W CpeicTBa
oOecrnieuenus: Oe3onacHocTH. Kputepun oneHku 0e30macHOCTH MH(OPMAIIMOHHBIX
texunosoruii. Yacts 1. BBenenue u oomas moaeias» (ISO/IEC 15408-1 Information
Technologies — Security Techniques — Evaluation Criteria for IT Security — Part 1:
Introduction and General Model);



NCO/MDBK 15408-2 «Uudopmanmonnas TexHONOTHS. MeETONbI W CpeacTBa
obecnieuenus OezonacHocTH. Kputepuu orneHkn 6e30macHOCTH WH()OPMaIMOHHBIX
texnosoruii. Yacte 2. OyHKIIMOHATBHBIE KOMIIOHEHTHI Oe3omacHoctr» (ISO/IEC
15408-2 Information Technologies — Security Techniques — Evaluation Criteria for
IT Security — Part 2: Security Functional Components);

NCO/MBK 15408-3 «Uupopmanmonnass TexHONOTHs. MeTOmbl W CpeAcTBa
obecnieuenus 6ezonacHocTH. Kputepuu oreHKHn 0€30MacHOCTH HHPOPMAIIMOHHBIX
texHojoruid. Yacte 3. KommonenTsr noepust k 6ezomacHocti» (ISO/IEC 15408-3
Information Technologies — Security Techniques — Evaluation Criteria for IT
Security — Part 3: Security Assurance Components);

NCO/MBK 27001 «HudopmammoHHass TEXHOJOTUSA. MeEToasl W CpeicTBa
obecnieuenust  Oe3omacHocTd. CHCTEMBI  MEHEDKMEHTa  WHGOpPMAIMOHHON
oezonacHoctu. Tpedosanus» (ISO/IEC 27001 Information Technology — Security
Techniques — Information security management systems — Requirements);
NCO/MBK 27002 «HMudopmanimoHHAasE TEXHOJOTHsA. MeToasl M CpeACTBa
obOecnieuenust  OezomacHoctd. CBOJ  HOPM M TPaBWI  MCHEIKMCHTA
uHpopmannonHou 6e3omacuoctu» (ISO/IEC 27002 Information technology —
Security techniques — Code of practice for information security management);
NCO/MBOK TO 19791 «MubopmanmoHHass TEXHOJOTHS. MeTombl M CpeAcTBa
oOecrieuenust Oe3omacHocTd. OneHka 0€30MacHOCTH  aBTOMATH3MPOBAHHBIX
cucrem» (ISO/IEC TR 19791 Information Technology — Security Techniques —
Security assessment of operational systems);

NCO/MDBK 27033-3 «HMHpopmanmoHHass TEXHOJOTHsA. MeEToabpl W CpeacTBa
obecrieuenusi 6ezonacHoctu. bezonacHocth ceteil. YacTh 3. DTajlOHHbBIE CETEBbIC
CIICHApUHU. YTPO3bl, METOBI MPOSKTUPOBaHUs U Bonpockl yrpasieHus» (ISO/IEC
27033-3 Information Technology — Security Techniques — Network Security — Part
3: Reference networking scenarios — Threats, design techniques and control issues);
NCO/MBK 27033-4 «MudpopMallnoOHHBIE TEXHOJIOTHH. MeTOoAbl W CpelcTBa
obecrieuenust 6e3omacHoctu. CereBas OezomacHocTh. Yacth 4. KoMmmyHukammu
s obecriedyeHus: OE30MACHOCTH MEXIY CETAMHU C TIPUMEHEHHEM I[UTI030B
oezonmacHoctu» (ISO/IEC 27033-4 Information Technology — Security Techniques
— Network Security — Part 4: Securing communications between networks using
security gateways);

NCO/MDK 27033-5 «MuHpopManMoHHBIE TEXHOJIOTMH. MeETOAbl W CpencTBa
oOecrieyeHust 6e3omacHocTu. bezomacHocTh MHGOpManuoHHOW cetn. Yacth 5.
KOMMYHI/IKaLII/II/I JJIA O6€CHG‘IGHI/I${ 6630HaCHOCTI/I MCXKY CCTAMH C IIPUMCHCHUCM
BUpTYyalbHbIX YacTHBIX cuctem» (ISO/IEC 27033-5 Information Technology -
Security Techniques — Network Security — Part 5: Securing communications across
networks using Virtual Private Networks (VPNS).



2 OCHOBHBIE TEPMHUHBI U OTIPEAEJIEHUS

AHaJn3 pUCKOB

AHau3 ysa3BUMOCTel

Ayaut

3amura ungopmanuu

CUCTEMAaTUYECKOE OIPEIETICHNE U AaHAJIU3 aKTYyaJIbHBIX yIrpo3
0€30MacHOCTH MH(POpPMALIUK, PeaTU3alusi KOTOPBIX MOMKET
IPUBECTH K HAPYIICHHIO 0€30macHOCTH HH(pOpMaLUU, H
BO3MOXKHOTO yiiep0a KeJle3HOIOPOXHBIM MPEANPUATUIM
OCXK]I u mpenocTaBiieHUE PYKOBOJICTBY JKEJIE3HOAOPOKHBIX
npeanpustuii  OCX][ wHbOpMauu, HEOOXOIUMOU s
NPUHATHAS ~ PELIEHUW, CBA3AaHHBIX C  ONTUMHU3ALUEH
KallUTaJOBJIOXKEHU B Mepbl MO o0ecreyeHuno
nHpopManoHHOM 6€30MacHOCTH.

MEpPOIPUATHS TIO0 BBISBICHHUIO, WACHTH(PHUKALUU U OICHKE
ysazeuMocted P u UTU nna onpeneneHnss BO3MOKHOCTH
peasizanuu yrpo3 0e30macHOCTH UHGOPMAIIMK U CIIOCOO0B
MpeA0TBpaIleHHs yiepoa.

MIEPUOIMUYECKUN HE3aBUCHMBIA M JTOKYMEHTHPOBAaHHBIN
Mpoliecc MojJydeHus 0ObeKTUBHON o1leHKH coctosiaust VP u
anemenToB  WTHM ¢ wmempro  ompenesieHus  CTEIECHH
BBHITIOJTHEHUSI B OPraHU3alli YCTAaHOBJICHHBIX TpPeOOBaHUIA
1o o0ecneueHno MHPOPMAITMOHHOM 0€30TaCHOCTH.
TEXHOJIOTUYECKUE U aJMUHUCTPATUBHbBIE MPOLIEAYPbI, MEPHI
3amuThl MH(OpMmanuu, npumensemsie k MP u UTU un
HaIlpaBJICHHbIE HAa UCKIIIOUCHHUE:

HEMPAaBOMEPHBIX JIOCTYNa, KOMHPOBAHMS, IPEIOCTaBICHUS
Wik pacnpoctpaHenuss — uHopmanuu  (oOecrieueHue
KOH(UIECHIIMAIBHOCTH UHPOPMALIUN);

HEMPABOMEPHBIX YHUYTOXKEHUS WIA MOAUPUIIUPOBAHUS
uHpopmarmu (oOecreueHre 1eIOCTHOCTH HH(pOpMaInn);

HEIIPaBOMEPHOTO OJIOKUPOBAHUS nH(bopMaIu
(obecrieyeHre JOCTYIMHOCTH HH(POPMAITHH).

KonduaeHunaabHOCTD: CBOMNCTBO 0e30macHOCTH
uH(OpMAIINH, TPU KOTOPOM JIOCTYIl K HEW OCYIIECTBISIOT
TOJIBKO CYOBEKTHI IOCTYIa, UMEIOIINE Ha HETO MPaBo.

LenocTHOCTH: CBOMCTBO 6e30mMacHOCTH MHGMOPMAINH, NPU
KOTOPOM  OTCYTCTBYeT Jt000€ €€ H3MEeHeHue Jubo
U3MEHEHHE  OCYIIECTBISETCS ~ CyOBEKTaMH  JIOCTYMa,
MMEIOIIMMU Ha HETO MPaBo.

JIOCTYNHOCTB: CBOMCTBO Oe3omacHOCTH WH(GOPMAIUH, TPU
KOTOPOM CYOBEKTBI JOCTyNa, HMMEIOLIMe IpaBa JJOCTYIIA,
MOTYyT OeCTIpEnsITCTBEHHO UX PEaTn30BaTh.



HNudpopmannonHas -
oe3omacHocth (UB)

Nudpopmannonnsie -
pecypcesi (UP)

HNudpopmannonHo- -
TeJIEKOMMYHUKALHOHHAS
undpacrpykrypa (MTH)

HNuuuaeHTt -
HH(OPMAIHOHHOM
0€30IacCHOCTH

Konrposmpyemasi 30Ha -

KonpuaenunanpbHas -
uHpopmanus

HecaHKIIMOHUPOBAHHBIA  —
AOCTYII
IHoauTnka 6e30macHOCTH —

Cucrema  obecneyeHnst —
HHG(pOopMaILHOHHOMH
oezonacnoctu L{ITCC

COCTOSIHWE 3aIIUIICHHOCTH WH(GOpPMAIK, TPH KOTOPOM
o0OecrneynBalOTCsl  TakMe €€  XapaKTepUCTHKH,  Kak
KOH(HUIECHIIUAIBHOCTb, IIEIOCTHOCTD U JOCTYITHOCTb.
COBOKYITHOCTb JAHHBIX, IPEICTaBISIIOMINUX LEHHOCTh JUIS
OpraHu3alliy U BBICTYNAIOUIMX B Kaue€CTBE MaTepHUaIbHBIX
pecypcoB.

COBOKYITHOCTb aBTOMAaTU3UPOBAHHBIX CHCTEM YIPaBICHHUS,
UHPOPMAIIMOHHBIX CHUCTEM, CEeTed CBS3M W Tepeaadu
JTAaHHBIX, o0ecrneynBaroLIX COBMECTHOE
(GYyHKIMOHMPOBAaHUE W HH(OPMAIIMOHHOE B3aUMOJIEHCTBUE
KEJIE3HOJIOPOXKHBIX ~ MPEINpUATHH B MEXKIyHapOJAHOM
COOOILICHUM.

HENpeABUICHHOE WM HeXenareiabHoe coOblTHe (Tpymnmna
cOObITHI)  0E30MaCHOCTH, KOTOpOE MpHBeIo  (MOTryT
IPUBECTH) K HapyILIEHUIO (G yHKIIMOHUPOBAHUS
UHPOPMAIIMOHHOW CHUCTEMBl WM BO3HHKHOBEHHIO YIPO3
0€30MacHOCTH uH(popMaLu (Hapy1IeHUIO
KOH(pUICHIINATIBHOCTH, IEIOCTHOCTH, JOCTYITHOCTH).
OpOCTPaHCTBO (TeppUTOpHA, 37aHWE, YacTb 3/7aHUs), B
KOTOPOM HCKJIIOYEHO HEKOHTPOIHpPYEMOe MpeObIBaHUE JIUII,
a TaKKe TPAHCTIOPTHBIX, TEXHUUECKUX WIIM HHBIX CPEJICTB.
uHpOpMaIMsI OTPaHUYEHHOTO JIOCTYIA, Ha PacIpOCTPaHEHUE
KOTOPOH B COOTBETCTBHHM C 3aKOHOJIaTENIbCTBOM IOCYAapCTBa
WIH B COOTBETCTBUM C KOMMEPYECKHM HMHTEPECOM
HKEJIE3HOI0POKHOTO peINPUATHS HaKJIaIbIBAIOTCSI
OrpaHUYEHUSI.

JOCTyll K  uH(pOpManuu,  HapylIAOLIMi  npaBuia
pasrpanndenus nocryna k UP u UTH.

COBOKYITHOCTh JOKYMEHTHPOBAHHBIX TPaBUJI, MPOIEayp,
NPAaKTUYECKUX TPUEMOB WM PYKOBOJSAIIMX MPUHIUIIOB B
obnactu 6e30macHOCTH uHpOpMaIHH, KOTOPBIMHU
PYKOBOJACTBYeTCS  opraHuzamuss (B YacTHOCTH  —
KEIIE3HOIOPOKHOE MPEIPUSATHE ) B CBOCH IEATCIHHOCTH.
COBOKYITHOCTh ~ TPAaBOBBIX,  OPTaHU3aIMOHHBIX u
TeXHUYECKUX MEpPOMpHUATHHA, CIyk0 Oe30macHOCTH, |
MEXaHU3MOB W MEp 3alluThl, OPTaHOB YIPAaBICHHUS U
UCTIOJHUTENCH, HAINpaBICHHBIX Ha MPEAOTBPALICHUE WU
CYLIECTBEHHOE 3aTpy/HEHUE HaHEeCeHUs yiepba
nonb3oBarento U Binazaensily L{TCC (coorBercTBYyrOIIEMY
KEIE3HOJOPOKHOMY IPEIPHUSITHIO).



Cay:x0a 0e30macHOCTH

Cucrema

ylpaBJIeHH
1 UHGOPMaLMOHHOMI
CoObITHE
uHpoOpMaNHOHHOM
0e301acHOCTH

CyObekT gocTyna

YaajieHHbIH 10CTYy I

Yrposa

Yazsumoctsr UP

OpTaHU3allMOHHO-TEXHUYECKast CTPYKTypa CUCTEMBI
oOecrieueHust MH(POPMALIMOHHOU 0e30macHOCTH,
peanu3yromas pernieHne OTIpeieTICHHON 3aja4d,

HAINpaBJIICHHOW Ha MPOTHUBOACHUCTBHUE TOM WM MHOM yIrpo3e
nH(pOopMaOHHOM 0€30MaCHOCTH.

CUCTEMa YIpaBleHUs, NpeAHa3HAYeHHas JUIsl pa3paboTKH,
BHEJPEHMs,  NPUMEHEHHs,  MOHUTOPUHIA,  aHaJu3a,
MOJIepkKaHus U coBepuieHcTBOBaHUs 1b.
UACHTU(PUIIIPOBAHHOE BO3HUKHOBEHHE COCTOSIHUS
MH(OPMALIMOHHOM  CUCTEMBI  (CErMeHTa, KOMIIOHEHTa
WH(OPMAIIMOHHOW  CHCTEMbI), CepBUCAa WU  CETH,
yKa3blBalIlee Ha BO3MOXKHOE HapylieHHe Oe30MacHOCTH
uH(pOpMaLINU, UK COOW CPEeACTB 3aLIUThl MH()OPMAIH, HIIN
paHee HEU3BECTHYIO CHUTYyalllul0, KOTOpas MOXET ObITh
3HAYUMOM 17151 0€30MaCHOCTH UH(POPMALIMH.

JIULO WJIU MPOIIECC, AEHCTBUSI KOTOPOTO PETJIaMEHTHPYIOTCS
IpaBUJIAMH pa3rpaHUYEHUs 1OCTYIIA.

npoIecc IMOJIydeHUs: nocTymna (4epe3 BHENIHIO CEeTh) K
o0BeKTaM J0CTyna MH()OPMAIMOHHON CHUCTEMBI U3 JIPYroi
WH(OPMAIIMOHHOW CcHUCTeMBbl (CeTH) WM CO CpPElCTBa
BBIYMCIUTENIBHON TEXHUKH, HE SBISIFOIIETOCS TMOCTOSHHO
(HEMOCPEICTBEHHO)  COCIMHEHHBIM  (PU3MUECKH WM
JIOTUYECKU C UH(DOPMAIMOHHOW CUCTEMOM, K KOTOPOW OH
MOJIy4aeT JOCTYII.

COBOKYITHOCTb YCIIOBUM U  (DaKTOpOB, OMPEEISIIOIINX
NOTEHIMAJIBHYIO WM PEAJIBbHO CYIIECTBYIOIIYI0 ONAcHOCTb
BO3HUKHOBEHHUS MHIUICHTA UH(GOPMALIMOHHOM
0€30MacCHOCTH, KOTOPBbI MOXKET TNPUBECTH K HAHECEHUIO
ymiep6a 1P.

HemocTatok (cnmabocth) WP, koTopbiii (KoTopas) cosmaeT
NOTEHLIMAJIBHBIE UM PEAJIbHO CYIIECTBYIOIIME YCIOBUS IS
peanu3alMd  WIM TPOSBIEHUS  yrpo3  0e30macHOCTH
UH(pOpPMaLIUH.



3 OIEHKA PUCKOB THO®OPMAIIMOHHON BE3ONNACHOCTHU UP U
UTH

Puck wapopmarmonnoit 6e3omacHoct P u MTU — 3710 cuTyamus, Korma yrposa,
peanm3ysch 4Yepe3 MCIOJIb30BaHUE YSI3BUMOCTH, IPHBOAWUT K HAaHECEHHIO Bpeaa (ymepoOa)
UHGOPMALIMOHHBIM ~ pecypcaM opraHu3zainuu. Pecypcbl, 3HauMMble i ACSITEIbHOCTH
OpraHu3aluy U UMEIOIINE YSI3BUMOCTHU, MOJABEPratlOTCs PHUCKY, €CJIHM M0 OTHOLUEHHIO K HUM
CYILIECTBYET Kakasi-I1uobo yrposa.

J1J1s1 OLIEHKH PUCKOB HEOOXOAUMO:

—  ONPENEIHTH IICHHOCTH (3HAYUMOCTh) HH(POPMAIIMOHHBIX PECYPCOB;
— OMNpPEAENUTh YIrPO3bl U YA3BUMOCTH;

— MpOaHANIM3UPOBATh PUCKHU peau3aliu yrpos;

— o1eHUTh 3pPekTUBHOCTL KOHTpMED (Mep 3aIlIUThI HHPOPMALIUH).

3.1 Onpenenenne ueHHOCTH HH(OPMAIHOHHBIX PECYpPCOB

1. Knaccudukanus pecypcos.

NudopmaniioHHble  pecypchl, SBISASICH OOBEKTOM OTHONIICHUH  (PU3HYECKHUX,
IOpUANYeCKUX TN ¥ TocymapcrBa-wieHa OCX], mommexar ydeTy W 3amiuTe, Kak BCIKOE
MaTepHalibHOE UMYIIECTBO (M HEMATEpHANbHBIE aKTHBBI) JKEJIE3HOJAOPOKHOTO MPEATPUITHS,
Hapsay C JpyruMH  pecypcamu. llpu  3TOM  KeNEe3HOMOPOKHOMY  TPEINPHUSTHIO
MPEIOCTaBISIETCST MPaBO CaMOCTOSITETFHO B 30HE CBOEH OTBETCTBEHHOCTH, YCTaHABIMBATH
PEXHM 3aIUTHI THGOPMAIIMOHHBIX PECYPCOB U IOCTYIA K HUM.

B mmpokom cmbicie pecypc —3TO BCe, YTO MPEACTABISIET [IEHHOCTh, C TOYKU 3PEHUS
OpTraHH3aIiH, U MOXKET SBJIATHCS 00BEKTOM 3aIIHTHI.

3ammre moasIe’Kat pecypcehl CIeIYIOMUX HHPOPMAITMOHHBIX CUCTEM:

— HMH()OPMALMOHHBIE CUCTEMBI YIIPABICHUS IEPEBO30YHBIM IMPOLIECCOM;

— MH(OPMALMOHHBIE CUCTEMBI, COJIepKaliue MHPOPMAIMOHHBIE aKTHBBI (PECYpPCHI)
KOH(pHACHITMATBLHOTO XapaKTepa.

OCHOBHBIMH 00BEKTaMH 3aIIUTHI SBIISIOTCS:

— chnyxeOHas uWHpOpMamMs  CPEACTB  3amuThl  uHpopMmanuu  (Hampumep,
UICHTU(UKATOPHI, TApOJIA, TaONWIBI pa3rpaHUYCHHUs JOCTyna, HH(popManus
KYPHAJIOB ayJUTa 0€30aCHOCTH);

— MPOrpaMMHO-TEXHUYECKHE cpeacTBa (BKIOUYash KOH(DUIYpAIMOHHBIC JaHHBIC),
UCTIOJIb3yeMble Il 00pabOTKM M aHanu3a WH(OpMAIMKM, B TOM YHUCIIE KaHAIBI
UHPOPMAIIMOHHOTO OOMEHA ¥ CPEICTBA 3aIMUTH MHPOPMAIIHH;

— obopynoBanue ((pusudeckue pecypcesl);

— wuH(opmanus (6a3sl JaHHBIX, (haiiiIbl, BCe BUIBI JOKYMEHTALINN);

— [MporpaMMHOe oOecreueHue (CUCTEMHOE, TMPUKIAIHOE, YTWIUTBL W JIpyrue
BCIIOMOTATEJIHHBIC IPOTPAMMBI);
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— CEepBHC U MOJJepKHUBaroias HHPpacTpykTypa (HanmpuMep, 00CITy:KUBaHHE CPEIICTB
BBIYMCIIUTEIIBHON TEXHUKH, JHEProCHaOXCHHE, OOECIeUeHUE KIMMATHYCCKIX
napamMeTpoB).

2. Pa3paboTka ¥ corjacoBaHHWE KPUTEPUEB M METOIUKH OIPEACIICHUS IICHHOCTH
pecypcos.

3. Coop, oOpaboTka mJaHHBIX, (OPMHUPOBAHHUE, COTJIIACOBAHHE W  YTBEPXKICHUE
PAHKUPOBAHHOW INKaIbl WHPOPMAINMOHHBIX PECYpPCOB JKEJIC3HOMOPOXKHBIX MPEANPHUSITHHA C
YYETOM HX [IEHHOCTH.

3.2  OmnpeneneHue yrpo3 v ysi3BUMOCTeM

1. O6001enne u knaccuduKanus yrpos.

VYrpo3za b — coBokymHOCTh ycnoBUil U (aKTOPOB, KOTOPbIE MOTYT CTaTh MPUYUHOU
HapyIIeHUs IIEJIOCTHOCTH, JOCTYITHOCTH, KOHpuAeHIInansHocTH UP.

VYrpo3sl KIacCUPUIUPYIOTCS B 3aBUCUMOCTH OT BO3MOXHOCTH HaHeceHus yiepoa NP
u UTU npu napymenuu ueneit Ub. Yiep6 MoxeT ObITh IPUYUHEH KAKUM-TTHO0 CyOBEKTOM,

a TaKKe MOXKET OBITh CJIEJACTBUEM COOBITHMN, HE 3aBUCSIINX OT CYObEKTA.

Brigenstores cneayronue Buasl ymepoa P u UTU:

— MarepuaJbHBIi M MOpPAIbHBIA yIIepO OT Je30praHu3aluu JEeATeIbHOCTH
YKEJIE3HOJOPOKHOTO IPEANPUATHS;

— MaTepuaIbHBIN, MOPATBHBIN YIIEpO OT JHOOBIX HETIPABOMEPHBIX JCHCTBUM;

— MaTepuaidbHBIM ymepd OT HEBO3MOXXHOCTH BBIMOJIHEHHS B3SATHIX 005S3aTEIHCTB
nepe.l TpeThel CTOPOHOM;

— MaTepuanbHBIM, MOpANBHBIM  ymIepd OT  HAPYIIEHUS  MEXIYHAPOHBIX
00513aTENIbCTB;

— MaTepuanbHBIN yiepd OT pasrialiieHus 3anuiaeMoi nadopmauy;

— MOpaJibHBINA, (U3UYECKUH, MaTepUANbHBIA yIIepO IUYHOCTH, OT pasrialleHus
MEPCOHAIBHBIX TAHHBIX JIUIL;

— MOpaJbHBIA, MaTepUaNbHBIA yIIepOd OT HapyIIEHUS KOHCTUTYIIMOHHBIX IpaB U
CBOOOI IMYHOCTH;

— MaTepuanbHBIA yiepd OT HEOOXOAMMOCTH BOCCTAHOBJICHHUS HAPYIICHHBIX MPaB U
00BEKTOB 3aIIUTHI.

2. O11eHKa MapaMeTPOB U PaHKUPOBAHUE YTPO3.

PamkupoBaHue yrpo3 TMO3BOJISIET ONpEACIUTh Hanbojiee omacHble (aKTyaabHbIE)
YIpO3bl, KOTOPbIE B JAJBHEWIIEM HCIOJB3YIOTCS MPH AHAIU3E U OINPEIACICHUHN AKTYaJbHBIX
HWCTOYHUKOB YTPO3 U METOJIOB UX pEeaIN3ALUH.

3. OrneHka ys13BUMOCTH PECYPCOB.

[Ton ysA3BMMOCTBIO MOHUMAETCS HemocTatok (cimabocth) snmemenTa MTU, xoTopbrit
(xoTopas) co3maeT MOTCHIMAIbHBIC WM PEaJbHO CYIIECTBYIOIINE YCAOBHS JIS pean3aiuu
WJTU TIPOSIBIIEHUS yTPpo3 6€30MacHOCTH HH(POpMAITUH.

VA3BUMOCTH BBIJENSIOTCS B 3aBUCUMOCTH OT TOTO, IO OTHOLIEHHIO K KakuMm UP u
anemeHtaM WTHM Bo3moOkHa peanuszanusa arak, W IOAPA3JAEISIIOTCS, B OCHOBHOM, Ha
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YSA3BUMOCTH CpPEJbl Nepeiadyr JAHHBIX U TeIeKOMMYyHHWKarmoHHoro obopynosanus (TKO),
OC, CYB/, IO, cpencts 3U.
[Ipn Hanuuyuu ysA3BUMOCTEH HAPYLIMTEIb MOXKET IOJYYHTh AOCTYI K pPa3INnYHON

3amuiaeMon nHopmanuu, HapuMep:

IIpU HAIMYUU yA3BUMOCTEN cpenbl nepeaaun nanHbix 1 TKO — k nepegaBaemoi 1o
ceTH uH(popMaIuH, afpecaM CeTEeBbIX YCTPONCTB, MPOTOKOJIAM Mepe/ladl JaHHBIX,
napamerpaM Hactpoilku TKO, monutvke W mpaBwiiaM YIpPaBICHUS MOTOKAMHU
nHpopmanuu, HacTpoiikaMm opToB u uHTepdeiicor TKO;

npu Hanmumuuu ysa3Bumoctern OC — x oO0bekTam (aitnoBoit cucteMbl OC (ToMaM,
KaTajoram, (aitiam u ApyruM o0bekTaM (HailIoBON CUCTEMBI), 3aITUCSIM KYPHAJIOB
perucTparuu COObITHIA, peecTpy, MapoisiM;

npu Hanuuuu ys3BuMocTeit CYBJ] — k oOwekram BJ[ (ucmonHsembiM 0OBbEeKTaM
Bb/1; xpanumoii B B/l nndopmarmm), Mexanusmam ynpasieHus eMmenTamMu b/1;
npu Hanmuuun ysa3Bumocted IIIIO — k oObekram Jd0OCTyma, CoO3/1aBacMbIM
MPUKIIATHBIM IIPOTPAMMHBIM O0ECTIEYCHHEM;

IpU HAJIUYUU ySI3BUMOCTEH cpenctB 3W — K 3alIuMIIaeMbIM C HCIOJIb30BaHUEM
cpenctB 3 oObektamM  JocTyma, TapaMeTpaM — HAacTpPOWKH,  IpaBWIIaM
pasrpaHdyeHus] JO0CTymna, ayTeHTU(UKAIMOHHOW uH}OpMaIK, KIOYEBOM
uH(popmanuu, cnyxkednbM bJ cpencts 3U.

HpOfIBJ’IGHI/IC y7[3BPIMOCT€I71 onpeaAcsI€TCsa BOSMOKHOCTBIO BBIIIOJHCHUA HAPYIIHUTCIICM

JEWCTBUI, HAITPABIICHHBIX HAa:

00X0J1 CpeICTB 3alUThI UH(OPMALINH;
OTKJIFOYEHHE CPE/ICTB 3aIIUTHI HH(POpMALIUY;
IPEOJI0JIEHUE CPEJCTB 3aLIUTH HHPOPMAIIHH.

OCHOBHBIMH ~ BO3MOKHBIMH ~NPUYMHAMH  MPOSBIACHHUS  YSI3BUMOCTEH  SIBIISFOTCS
CIICYIONIHE:

OMOKM B MPOrpaMMHOM OOECleYeHHH, B TOM 4YHCIE€ B MNPOrpaMMHOM
o0ecrieueHNN CPe/ICTB 3alIUTH HHPOPMAIIHH;

HapyIIEHUS TOpSIKa, TpaBWJI © TpeOOBaHWA K YCTAaHOBKE U HACTpOIHKE
IPOTPaAaMMHOTO 00ECIEYCeHHUs, B TOM YHCJIE MPOTPAMMHOTO 00ECTICUYCHHUsI CPENICTB
3aIUTh KHPOPMAIIHH;

HapylIeHUe MOpsiKa, MPaBWI U TPEOOBAHUN K IKCIUTyaTallid ¥ COTPOBOXKICHUIO
IPOTPaMMHOI0 00ECNEUYEHHUs, B TOM YHCJIE MPOTPAMMHOTO OOECIIeUeHHUsI CPENICTB
3amuThl MHPOpMaAUK (B TOM YMCIIE HApYIICHHWE WU HEBBIOJHEHHUE MPOIETyp
YCTaHOBKHY OOHOBJICHUH IPOTPAMMHOT0 00€CTICUEeHNS).

I[J'IS{ HU3BECTHHBIX YHSBHMOCTCfI IIOUCK MW aHaJIu3 YHSBHMOCTGIZ npoBOAUTCA C

HCII0JIb30BAHUCM MCKAYHAPOJAHBIX W HAIIMOHAJIIBHBIX 0aHKOB JaHHBIX YTPO3 0e301acHOCTH

uH(pOpMAaIIH.
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3.3  AHaau3 pucKOB

1. Knaccudukanus u corjlacoBaHue YpOBHEH pPHUCKOB.

Knaccudukamuss puckoB — mpolecc BblaelieHuss MHoxkectBa yrpo3 Wb, mo
OIpEICICHHOMY NPU3HAaKy (HanpuMep, OTHOCSIIMXCS K ONPEISIICHHON TOJICHCTEME WITH TUITY
pecypca).

2. OneHka ypoBHEH pUCKOB.

OneHka ypoBHS pUCKa ONPEENSIETCsl HA OCHOBAaHUH OLIEHOK BEPOATHOCTH peanu3aluu
YTPO3bI ¥ OLIEHKE BO3MOKHOT0 yliepoa.

VYiep6 oT peanu3ainu yrpo3bl CKJIaJbIBaeTca U3 yiiepOa OT ee HEMOCPeICTBEHHOIO
Bo3zeiicTBus Ha VP (HapymieHud HOCTYMHOCTH, KOH(QUIECHUHUATBHOCTH, LEIOCTHOCTH) U
yiep6a oT HocaeACTBUN TAKMX HAPYIICHUH.

AHanu3upys 3TH XapaKTEpUCTHUKU Yrpo3bl (BEPOSITHOCTh peaju3aluu U ymepo oT
yrpo3bl), BaaAenbisl IP MOTYT OLIEHUTHh BETMUMHY PUCKA MO KaXI0W U3 BO3MOXHBIX yIpo3 U
XapaKTepUCTUKE 0e30IacHOCTH, BBIPA0OTAaTh MEpbl IO €ro0 YMEHBIICHHWIO, M 3aTeM IO
OCTaTOYHBIM pUCKaM YOETUTHCS, YTO PUCKU CHUKEHBI JI0 TPUEMIIEMOTO YPOBHS.

3.4  OueHka3(}pPeKTUBHOCTH KOHTPMeEP

Onenka 3(ppeKTUBHOCTH KOHTPMEP JAOJKHA BKIIIOYATh!

1. Knaccugukannio KOHTpMEP U CPEJICTB 3aLIUTHI.

C nenbpro COKpalleHus ysI3BUMOCTEN U BO3MOXKHOCTH PeaIn3allMy yrpo3 O€30MacHOCTH
UH(OPMAIUH PUMEHSFOTCS MEPBI 3aIUTH UHPOPMAIK (KOHTPMEPHI).

KonTtpmepsl paspabaTbiBaloTcsi KaKk KOMIUJIEKC CPEJCTB M MEXAaHHM3MOB 3alIUTHL. DTO
MOTYT OBITh OpraHU3AIIMOHHBIE, SKOHOMHYECKUE, TEXHUUYECKHUE, IPOrpaMMHbIE, COLMANIbHEIC,
MIPaBOBbIE U WMHBbIE MEXaHW3MbI, 00ECIEUMBAIOIINE JOKAIN3ALMIO U TPEIOTBPALLEHUE YIrpo3
WM CHWKEHHE MOTEHIIMAIBHOTO YIIepoa.

OCHOBHBIMM BUAAMHU KOHTPMED SIBIISIFOTCS:

— Mepbl IO BBISIBJICHUIO U YCTPAHEHUIO YA3BUMOCTEI;

— Mepbl 0 UACHTU(PUKALUY U ayTeHTU(UKAIINH [T0JIb30BaTeNIel U PECYPCOB,3
— MEpBbI [0 YIPABJICHUIO JOCTYIIOM CyOBEKTOB IOCTYIA K 00BEKTaM JOCTYIIA;
— MEpbI IO PErHCTPaIMU COOBITHI O€30MaCHOCTH;

— Mephbl 0 OTPAHUYEHU IO TPOrPAMMHOM CpebL;

—  Mephbl 10 KOHTPOJIIO UCIIOJIb30BAHUS MAIIMHHBIX HOCUTENEeH nHbOpMaInH;

— Mephl 0 peanu3aluy AHTUBUPYCHOM 3alUTHI;

— Mepbl 10 0OHAPYKEHHIO (ITPEIOTBPAICHHIO) BTOPKEHU;

- MephbI 0 00ECTIEYSHUIO TEIOCTHOCTH U AocTynHocTh P,

MepsI 110 (pu3rueckoit 3ammTe Texauyeckux cpeacts P u UTH,
. OueHky 3 PeKTUBHOCTH UCTIOTB3YEMbIX TUIIOBBIX CPEACTB 3AIUTHI.

Onenutb 3(pPeKTUBHOCTD UCMOIB3YEMBIX CPEJICTB 3AIUTHI MOKHO Ha OCHOBE:

NI

- wuHbopmammu 00 WHIMIEHTAX peAIM3aluHd yrpo3, Ha HUCKIIOYEHHE KOTOPBIX
HaIpaBJIeHbl KOHKPETHBIE CPEACTBA 3AIUThI HHPOPMALIUH;
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- aHaju3a CTEeNeHH BIHSHUS NPUMEHSEMBIX CpEACTB 3allUThl WHGOpPMaMK Ha
peann3yeMyro HH()OPMALMOHHYIO TEXHOJIOTHIO.

3. OneHKy CTOMMOCTH KOHTPMED.
CTOMMOCTh KOHTpPMEp II€JIECOO0Pa3HO COOTHECTH C BO3MOXHBIM YIIEpOOM OT

peanu3anuy yrpo3 0€30MacHOCTH U CO CTOUMOCTbIO PeaIn3aliy aIbTEPHATUBHBIX KOHTPMEP.
4. OueHKy 3¢ (peKTUBHOCTH KOHTPMED.

[lenecoobpazno OLICHUTH 3¢ (HEeKTUBHOCTD pacrpeneneHus (coueTanus)
OpraHM3alMOHHBIX M TeXHUYecKMX Mep. llpu HeoOXomumMocTh — CKOPPEKTUPOBATh
COOTHOUIEHUE.

5. OnpeneneHue JOMyCTHMOTO PUCKA.
OueBHIHO, YTO SKOHOMHUUYECKH 1[EJIECO00Pa3HBIM SIBISETCS JOMYIIEHUE OMPEIEICHHOTO

YPOBHS PUCKa, KOT/Ia YIIepO s &KEJIEe3HOIOPOKHOTO MPEIIPHUITHS HE OYACT NMPEACTABISTHCS
CYILECTBEHHBIM.
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4 OCHOBHBIE YI'PO3bl BE3OITACHOCTHU UH®OPMAIIUUA 151 UP U
UTH

O6ecnieuenue 0e3onacHoctu upopmaruu 1 UP u UTU nomxHO oCylIecTBIATHCS ©
y4eToM yrpo3 6e30macHoCTH HH()OPMALIUH, OTIPEACIIIEMBIX IO pe3yIbTaTaM:
—  OIICHKHU BO3MOXKHOCTEH HAPYIIUTEIICH M0 peaTu3aliu yrpo3;

— aHaJIn3a BO3MOKHBIX YHSBHMOCTeﬁ;
— aHaJIn3a BO3MOXKHBIX CIIOCOOO0B pcain3aiu yrpo3 0e301acHOCTH I/IH(i)OpMaHI/II/I;

— aHajgu3a TIOCJICICTBUH OT HapylIeHUs CBOWCTB 0Oe30macHOCTH HH(POpPMAIIU
(xoH(bUAEHINATBLHOCTH, IEJTOCTHOCTH, JOCTYITHOCTH).

Bo3moxHbie yrpo3el 6e3omacHoctd uH(popmanuu, odpadareiBaemoit B UP u UTU
YKEIE3HOAOPOKHBIX MPEANPUATHN TOAPA3ICIISIIOTCS HA BHEITHNE U BHYTPEHHHUE.

Buemnue yrpo3sl 00yCIOBIEHBI ACHCTBUSIMU CYOBEKTOB, HE BXOSIIMX B COCTaB
MoJib30BaTenel, OOCIyXHUBaloIIero ImepcoHana U paspaboruukoB WP wu UTU
YKEIE3HOAOPOKHBIX MPEANPUATHN, a TaKKE SBICHUSIMHU PUPOAHOTO WJIM TEXHOTCHHOTO
Xapakrepa.

BHyTpeHHue yrpo3sl HCXOIAT OT MOJb30BaTeNed, OOCIY)KHMBAIOLIEro MepcoHana u
pazpaboTunkoB koMrnoHeHT P u UTU skene3HogopoKHBIX MPEANPHUATHH, a TakkKe APYTUX
JIUL], UMEIOIINX JIOKAJIbHBIN WK yaaneHHsi noctyn Kk P u snementam UTH.

4.1 OcHOBHbIEe HCTOYHUKH BHEIIHUX YIPO3

HcTounnkamu BHemHUX yrpo3 6ezonacHoctu P u U'TU moryT siBisiThCs:

— JIESITEIBHOCTH MOJUTUYECKUX U IKOHOMHYECKUX CTPYKTYp, HalpaBJICHHAs IPOTHUB
SKOHOMHUYECKUX UHTEPECOB HKEIE3HOTOPOKHBIX ITPEAITPUATHH;

— TEeppOpPUCTUYUECKAS JEATEIBbHOCTD;

— TIPECTYMHbIC JEUCTBUS MEXIYHAPOIHBIX TPYIN (OpraHu3auii) U OTACIbHBIX JIUII,
HamnpaBJ€HHbIE  NPOTUB  JIESTEIbHOCTH OpraHu3anun (peAnpHUSITHIA),
y4acTBYIOIUX B HH(OpMAIMOHHOM OOMEHE B paMKax aBTOMATH3WPOBAHHBIX
cuctem, oopazyromnux NP u UTHU xene3HOIOpOKHBIX IPEATPUITHIA;

— CTUXUMHBIC 6€HCTBI/I${, KaTaCTpO(i)I)I n  JApyruc sABJICHUA TPUPOJHOro HIIH
TCXHOI'CHHOI'O XapaKTepa.

4.2  OcHOBHbIE HCTOYHUKH BHYTPEHHHUX YIPO3

HcTounnkamu BHyTpeHHHX yrpo3 Oe3onacHoctu P u UTU moryT siBAThCA:
— HECAaHKLIMOHMPOBAHHBIM JOCTYN K 3alluIiaeMod HH(OpManuu, XpaHUMOH U
obpabareiBaemoii B UP u UTH;

— CIy4alHO€ WJIH NpeAHAMEPEHHOE BMENIATEIbCTBO B HOPMAJIbHBIM IIPOLIECC
¢byukuumonnpoBanuss P u UTU, oTka3 TexHHMUeckoro o0OpYyIOBaHUS, BIHSHHE
YeJI0OBEUeCKOro (hakTopa, XHINEHHE TEXHUYECKHX CpEACTB, (Popc-MaKOpHBIE
00CTOSITEILCTBA;
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OOCCIICHMBAaHHWE JIaHHBIX BMEINATEIBCTBOM  IOCTOPOHHUX JIMIl  (XHIICHHUE
uHdopmaIu, ee MoAUGUKAIUS WK Pa3pyIICHHE);

HCIIOJIB30BAHHUC CAHKIMHOHHUPOBAHHOIO OJOCTYIIA K I/IH(bOpMaHI/II/I B ICIIsIX, HC
CBS3aHHBIX C TEMH, OJI1 KOTOPBIX 3TOT JOCTYI IIPEAOCTABIIAIICS,

HECaHKIIMOHUPOBaHHAsA MOauUKaIKs KOH(MUTYpAIMOHHBIX (halIoB, HACTPOEK
CPEJICTB 3aIlUThl UH(OPMALINH;

3710ynoTpebieHne KoHpUAeHIIMaIbHON nH(popMaueil (HapyIeHne 3aKIF0Y€HHbIX
coryameHui B 00JacTH BIaJACHUs], IOJIb30BaHUSI, pacOpsKEHN HHPOpMaLuei);

BPCIOHOCHBIC KOMIIBIOTCPHBIC IIPOTPAMMEBI;

HapyIllIeHUE LEeJOCTHOCTH, KOH(PHUIECHIUAIBHOCTH U JOCTOBEPHOCTH WM IOTEps
nepeiaBaeMbIX CO00IeHNH (MHpOopMaIun);

CHMXCHUC UJIN OTPAHUYCHUC YCIYT CCTHU IICPCaavun JaHHBIX.

Bo3moskHbIe mociaeacTBUA peajn3anuu yrpos 0ezonacuoctu UP u UTU

[TocnencTBuss OT BO3MOXKHOM peanm3anun yrpo3 6e3omacHoctd P m MUTU moryr

HAHECTH 3HAYUTENBHBIN yliepO HHTepecaM KeJIe3HOA0POKHBIX PEANPUITHIL, B TOM YUCIIE!

OCTaHOBKY HMH(POPMAIMOHHO-BBIUUCIUTEIBHBIX IIPOIIECCOB W  OJOKHPOBaHHUE
MH()OPMAIIMOHHOT0 B3aUMOICUCTBHA;

pasriameHue nHpopMaIi OrpaHUYEHHOT 0 JOCTYIIA;

pacKpbITHE  CTPATErMYECKUX  IUIAHOB  JEATEIBHOCTH  HKEJIE3HOAOPOKHBIX
NPEANPUATHH;

yTEUKY HH(POpMALINH O TeKYIIEH XO3sIICTBEHHOM AeTETbHOCTH MPETIPUSATHUS,
(dbopMUpOBaHUE HETATUBHOTO OOIIECTBEHHOTO MHEHHS,

MOTEPIO AKTYaJbHON MH(pOPMaLIUK;

HAaBSI3bIBAHUE HEBEPHBIX WM HEBBITOJAHBIX PEIICHUI;

yTpary A0BepHUs U aBTopuTeTa y Apyrux uwieHoB OCK/I.
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5 PA3PABOTKA INIOJIMTUKA UH®OPMAIIMOHHOMN BE3OITACHOCTH

Lenpto Tlonutukm wHPOpPMANMOHHON Oe3omacHocTH (B nanbHeimem — [lonuTukn)
ABJIIETCA ONpEJIeTICHIE KOMIUIEKCa MEPONPHUITHIA, HANPABJICHHBIX Ha OOecleueHUe 3alluThl
NP u UTHU xene3Ho10pOKHBIX PEATPUITHHA.

[Ipeamerom IlonmuTukM HOMKHBI  SIBJASTHCA  MPABOBBIC, OPraHU3AIMOHHBIE U
TeXHUYECKHE Mephl 3alMThl OT yrpo3 Oe3zomacHoctd MP u UWUTU xene3HoI0pOKHBIX
OpeANpUsITAA U Mephl MPOTUBOJACUCTBUS MEXaHU3MaM  peaju3allid  d3TUX  yIrpo3
Hapywmurensimu Ub.

TpebGoBanusi [lonUTUKK AOHKHBI HKCIIOJIB30BAaTHCS BCEMH B3aWMOJCHCTBYIOIIMMU
CTPYKTYPHBIMHU TIOJpa3/ICICHUSIMHU KEIC3HOIOPOKHBIX MPEANPUITHH, OCYIIECTBISIONUMHU
obcnyxxuBanue u obOecnedyeHue QyHkmumonupopanus MNP m UTH, a Takke ciyxOamu
0€30MacHOCTH.

OcHoBoii oOecnieuenus Oe3zonacHoctu WP u UTU sBnsercs ¢yHKumoHHpyromas
cucreMa  ympaBiieHus —uH(popManmoHHoi — OezomacHocthio  (CYHDB), Brirouaromas
JOJDKHOCTHBIX JIMII W3 YHCJIa PYKOBOJCTBA KEJIE3HOAOPOKHBIX MPEANPUATHN U CIYKOy
0€30MacHOCTH, HAICJICHHYIO COOTBETCTBYIOIIUMHU MPaBaMU MO KOOPIUHAIIMH MEPOTIPUITHH 110
3amuTe HHGOPMAIHH, KOHTPOIIO 3(H(PEKTUBHOCTH pean3yeMbIX Mep 3alIUThl HHPOpMAIUU U
oOecrieynBarolMe  MpakTHYecKyro  peanuzauuto  [lomutukm  Oe3omacHOCTH Ha
KEJIE3HOJOPOKHOM MPEANPUATHUH.

[Tonutuka WHPOPMALIMOHHON OE30MACHOCTU  KEJIE3HOJOPOKHOIO  MPEANPUATHS
ONpENEISACT:

— TMepedYeHb NPUMEHUMbIX HOPMAaTUBHBIX MPABOBBIX AKTOB JIOKYMEHTOB IO 3aIIUTE

nH(MOpMAIINH, HAIIMOHATFHBIX U MEKTYHAPOIHBIX CTAH/IaPTOB,

— OIMCAaHWE B3aWMOJICHCTBUS CTPYKTYPHBIX TIOJPA3JCIICHUMA, OCYIICCTRIISIFOIIIX
oOcnyxuBanue u obOecrneuenue ¢yHkuonupoBanuss MP u UTU wu cnyx0
0€30MMaCHOCTH JKEJIE3HOJOPOIKHBIX MPEATIPUSTHIA,

— mepedyeHb mnomnexamux 3amure obmmx WP u UTU  xene3HoqopoxKHBIX
OPEANPUATANR W TOAXO0J K OICHKE 3HAYMMOCTH (ONpPEIeICHHI0 BO3MOXHOTO
ymiep6a) oouux P u UTU;

— TepeueHb BO3MOXHBIX ys3BUMOcTel u yrpo3 obmux WP u smementoB UTU
KEJIe3HOJOPOKHBIX MPEANPUATUNA, GOPMUPYEMBbIH HA OCHOBE MEXIAYHAPOJIHBIX U
HAI[MOHAIBHBIX 0a3 YSA3BHUMOCTEH M yrpo3 M YYUTHIBAIOMIMNA CHEIU(PUYHBIE ITHUX
WP u snementoB UTU ysa3BUMOCTH 1 yrpo3bl 6€30MaCHOCTH;

—  XapaKTEePUCTUKH MOTCHIIMATBHBIX HAPYIIUTENCH HHPOPMAITMOHHON 0€30MacHOCTH
o6mux P u sanementoB UTU »xkene3HOTOPOKHBIX IPEATPUATHH;

— IpeanoyiaraeéMble CIocoObl pealu3all yrpo3 0e30MacHOCTH HH(POpMalMU 0
otHomeHuto o06muM P u UTU xene3HoI0pOKHBIX MPEANPUITUN;

— OCHOBHBIC TIPABOBBIC M OPTraHU3AI[MOHHBIC MEPOIPHUATHSA IO HH(OPMAIMOHHOMN
0€e30I1aCHOCTH;
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— OCHOBHBIC HallpaBJieHWs] W TEXHOJIOTHH oOecredeHus HWHEGOPMAIMOHHOMN
oe3onacHocTty 061X P u U'TU kene3H010pOKHBIX MIPEATPUATHH.

B memsx peanmuzanuu  yHUGUIMPOBAHHOTO TOAXOJAa K MOCTPOCHHIO CHUCTEMBI
yhpaBiieHUuss WH()OPMAIIMOHHON O€30MaCHOCTBI0O PEKOMEHAYETCS pa3padaThiBaTh MOJOKEHHUS
[Tonutrku nHGOPMAIIMOHHON 6€30MaCHOCTH B COOTBETCTBHH C MEKIYHAPOJAHBIM CTaHIAPTOM
NCO/MBK 27001 «WudbopmanmoHHass TEXHOJOTHS. MeEToasl W CpelncTBa oOecreueHus
6e3omacHoctu. CucteMbl MeHeIKMeHTa HWHpopmalmonHoil Oe3omnacHoctu. TpebGoBaHug»
(Information Technology — Security Techniques — Information security management systems —
Requirements).

ObecnieueHre BbINOIHEHU MOyIokeHU [loauTukn MHpOpMalMOHHON 0€30MacHOCTH,
BKJIOYass pa3pabOTKy TMPEBEHTUBHBIX M BOCCTAHOBUTENIBHBIX MeEp, HANPABJICHHBIX Ha
yMEHbIIeHHE (HEUTpaInu3aluo) yrpo3 6€30nacHOCTH HHPOPMALUU U CHUKEHUE BEPOSITHOCTU
UX BO3HUKHOBEHHS SIBJIAETCSI OJHOM M3 OCHOBHBIX 3a/1ad PYKOBOJICTBA KEJIE3HOJOPOMKHBIX
NPEeANPUATHHA.

3HaHMEe KOHKPETHBIX HMCTOYHUKOB WU Xapakrepa yrpo3 Oe30MacHOCTH TMO3BOJHUT
YIOJHOMOYEHHBIM ~ OpPTaHaM  JKEJIE3HOJOPOXKHBIX  INMPEANPUATHN,  OCYIIECTBISAIOIINM
TUIAHUPOBAHUE W OPTaHHU3AIMIO BBIMOJTHEHUS MEPONPHUATHN 1O 3amuTe HHPOPMAIUU,
OCYIIECTBJIATh IUIAHOMEPHYIO U LEJICHANPABICHHYIO Pa0OTy MO YMEHBIIECHHIO BEPOSTHOCTH
BO3HUKHOBEHHSI 3TUX YTPO3 U CHIKEHHUIO BO3MOXKHOTO yIiepOa Mpy UX peain3aiiu.

[IpeBeHTHBHBIE MeEpBHI 3alIUTHl HHPOPMALMK JODKHBI OBITH HANpaBleHbl Ha
3HAYUTENBHOE CHUKEHHE BEpPOSTHOCTH peaju3allid KOHKPETHBIX YIrpo3 0e30MacHOCTU
uHpopmanmu yrem ycuienus 3amuthl P u snementoB U TU, Ha koTOpbIe HANpaBIIEHBI 3TH
YIPO3BI.

[IpeBeHTHBHBIE MEpPHI BKJIIOYAIOT KOMILIEKC MepornpusTuii mo paspaborke COUB,
HENPEPHIBHOMY KOHTPOJIIO M AHAJINW3Y COCTOSHHUS WH(POPMAIIMOHHOM O€30macHOCTH Ha
00BEKTAX KEJIE3HOIOPOKHBIX MPEANPUITHI U TOCTOSSHHBIM coBepineHcTBoBanuem COUbB B
IIPOLIECCE DKCILTyaTalUH.

OpraHu3aliOHHbIE U TEXHUYECKUE MEPOIPUATHUS IO obecrnedyeHnio MHPOpMalnOHHOM
6esomacHoctu  obmmux WP wu UWTHU opraau3yroTcss ©  BBIIOJIHSIOTCS — CIy>K0amu,
skcruryatupyromumu P u U'THU, u Biroyaror:

— CO3JaHME COBMECTHBIX CTPYKTYPHBIX TIOJpPA3/ICICHUN, OTBETCTBECHHBIX 34
oe3omacuocts P u UTH;

— TIJIaHUPOBAHHUE MEpONpUATHH 1o obecnieuennto 6ezomacHoctu P u UTU;

— ananu3 yrpo3 6e3zomacuoctu P u U'TU n 06muii KOHTPOIb COCTOSTHUS BHYTPEHHEH
nH(pOpMaIMOHHON 0€30MMaCHOCTH;

— pa3paboTKy perjJaMeHTHOM ¢ HOPMAaTUBHO-TEXHUYECKOW JOKYMEHTAIMH II0
o0ecrieueHuIo 0e30macHOCTH uHpOopMaIu, o0OpabaTsiBaeMOit B
aBTOMATU3MPOBAaHHBIX cucTtemMax, obOpasyrommx NP u UTU kxene3sHomopokHBIX
NPEANIPUITUH;
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— PETHCTpALUI0, CHCTEMATU3AINIO U aHAJIU3 COOBITHM, BIUSIONINX HAa 0€30MaCHOCTh
NP u UTU;

— MOHUTOPHUHT  COCTOSIHMSI MPOTPAMMHO-TEXHHUYECKUX CPEICTB  0OecreueHus
dbyakunonupoBanust UP u U'TH, a Takke cpeacTB 3auThl HHPOPMAIUH;

— o0ecrneyeHue pe3epBUPOBaHUS TEXHUYECKHUX CPEACTB obecrieyeHus
dbyaxkunonuposanus P u UTH, a taxoke cpeacTs 3amuThl HHGOpPMAIUH;

— OIpEIeNIieHHEe W pa3TpaHuyeHre nojJHoMmounit nonw3oBatened MP u UTU mno
J0CTYyNy K HH(opMaIuy;

— TIMIPOBEACHUE KOMIUIEKCAa MEpPONPUATHA MO  3alUTe€ OT  BPEIOHOCHBIX
KOMIIbIOTEPHBIX TTporpamm P u UTH;

— Ppe3epBHOE KONMpPOBaHUE NHPOPMALIUH.

BelInonHeHne BOCCTAHOBUTEIBHBIX MEP IIPU BO3HMKHOBEHWH HEIITATHBIX CHTYalUW
(HapymeHuii ~ G€30MacHOCTH)  OCYIIECTBISETCS  OOCIY)KMBAIOIIUM  HEPCOHAIOM U
aIMUHUCTPATOPAMM CETEH CBS3M W Iepefadyu AaHHbIX. [[maHMpoBaHHE BOCCTaHOBUTEIBHBIX
Mep ONpeAessieTcs] CHCTEMOM JOKYMEHTOB, YCTaHABIMBAIOLINX TpeOOBaHMs K 00s3aTeIbHBIM
MEpPONPUATUSIM, HPOBOAUMBIM 3a0JIarOBPEMEHHO U II0CJIE€ BO3HUKHOBEHHUS HapYIICHUH,
yTposKarux mraTHoMy pyHkuronuposanuto MP u UTH.
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6 PA3PABOTKA IIPABOBBIX M1 OPTAHU3AIIMOHHBIX MEPOITPUATHUI
IO UH®OPMAIIMOHHOM BE3OIIACHOCTH

[IpaBoBblE M OpraHU3AllUOHHBIE MEPOINPHUATHS JOJDKHBI OXBaThiBaThb BCE BHJIBI
NeSTETLHOCTH, CBA3aHHBIE C CO3JaHUEM, dKcIuTyatanueil u pazsurueM UTU. OHM HOMKHBI
COOTBETCTBOBAaTh HOPMATHBHO-TIPaBOBOM 0a3e Kkaxkjaoro rocymapcrBa-wieHa OCXK], He
IPOTUBOPEUYUTh MEXKIYHApPOJHBIM HOPMATHBHBIM JIOKYMEHTaM 1O HWH(pOpMaIMOHHON
0€30MaCHOCTH U MEKIIPABUTEILCTBEHHBIM COTJIAIIICHUSIM.

OCHOBHBIMH TIPAaBOBBIMU M OPTaHU3AIMOHHBIMH MEPONPUITHAMU IO 00ECTICUCHHIO
O0e3zonmacHOCTH  HMH(POPMAIMOHHBIX M  TEJICKOMMYHUKAIMOHHBIX CHUCTEM M  ceTeH
YKEJIE3HOAOPOKHBIX PENPUITHH SIBIISIOTCS:

— ompenaelieHHe OOMIMUX MPUHIMIIOB PabOTBl CO CPEICTBAMHU BBIYHUCIUTEIHHOMN

TEXHUKH;

— OIIpCACIICHUC O6IJ_[I/IX IIPUHIIUIIOB pa60TBI CO CpCACTBaAMH CBA3M M IICpPCAaydun
JaHHBIX,

— YCTaHOBJEHHE perjaMeHta  (MpaBOBOrO  pexWMa,  MOPSAKA)  JIOCTyIa
HKCIUTYaTallMOHHOT'O MEepCOHaja U MOCTOPOHHHUX JIMII HA OOBEKTHI, K TEXHUUYECKUM
CpEICTBAM CHUCTEM,;

— YCTaHOBJICHHE pPa3MEpPOB KOHTPOJMPYEMON 30HBI, YCTAHOBJICHHE pEIrJIaMEHTa
JOCTYIIa B 30HY DJKCIUIyaTallMOHHOI'O IIEpCOHAaja W IIOCTOPOHHUX JIMI, JOITyCKa
ITOCTOPOHHHUX TPAHCIIOPTHBIX CPECTB;

— pa3paboTka  pa3pelIMTeNbHOM  CHUCTEMbl  JIOCTyNa  MOJb30Bareiel  u
HKCIUTYaTallMOHHOTO TE€pPCOHAJla CHCTEM U MHBIX OOBEKTOB O3TUX CHCTEM U
MPEeANPUATUHN KEIE3HOTOPOKHOTO TPAHCIIOPTA K MH(DOPMAIIMOHHBIM pecypcaw;

— yIpaBJ€HHUE JOCTYNMOM K MAIITMHHBIM HOCUTEIAM UH(OpMaIIUH;
— JIOKyMEHTHUPOBAHHUE TOKHOCTHBIX 00sI3aHHOCTEH MepcoHaia, cBsi3aHHbIX ¢ UB;

— pa3paboTKa COTJacOBaHHOM NPECTABUTEISIMU JKEJIE3HOAOPOKHBIX MPEIIPUSITHIA
AKCILTyaTallMOHHOW M OpraHU3alliOHHO-PaCIOPAIUTENbHON JOKYMEHTALIUN:

- WHCTPYKIIUA W PYKOBOJACTB IO DJKCIUTyaTalldd TEXHUYECKUX CPEJICTB
cucteM UTH 1 TeXHUYECKUX CPEJICTB 3AIUTHI;

- o011ero TUTST KEJIE3HOIOPOKHBIX IPEIPUSTUI nepeyHs
KOH(UICHITUATHHOU HHPOPMAIIUH;

- MIPaBWII JOCTYIA K YyBCTBUTEILHON MHGOpMAIIHH;

- WHCTPYKIIUIA 110 BHITIOJTHEHUIO YCTAHOBIEHHBIX TPeOOBaHU O€30MacCHOCTH
JUTSL  TIOJTB30BATENICH OSKCIUTYaTHPYIONUX MOApA3ICICHUH, aJIMUHHCTPATOPOB
CHUCTEM, a TaKXKe JIJISI COTPYTHUKOB CITYKO 0€30MacHOCTH;

- WHCTPYKIIMHA TIO0 OPraHM3alldid y4eTa M XPaHCHHUS CHEMHBIX MaITUHHBIX
HOcUTeNel HHPOpMaLIUH;

— WHCTPYKIIMA TIO0 COBMECTHOMY BBISBIICHHIO U pEarnpoBaHUI0 Ha
HapyueHus! (MHITUACHTHI ) HHGOPMAIMOHHOM 0€301aCHOCTH;
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YCTaHOBJICHHWE  TMPaBWJI  MEPCOHAIBHOM  OTBETCTBEHHOCTH  COTPYIHUKOB
AKCIUTYaTUPYIOIIUX MOApa3ieTIeHU,;

POBEJICHUE PETYISIPHOrO 00yueHus nepconana B oonactu Ub;

ycTaHOBJIEHUE (10 B3aMMHOMY COTJIACOBAHHIO) MOpsiIKa oOMeHa HWH(OpMAaIieH,
onpezelieHne ee 00bEMOB M KOHKPETHOTO COJEpKaHUsA IPU B3aUMOJEHCTBUU
KEJIe3HOIOPOKHBIX TPEATIPUSATUH.
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7 PA3PABOTKA OCHOBHBIX HAIIPABJIEHUM U TEXHOJIOT U

OBECIIEYEHUA UHOOPMAIIMOHHOM BE3OITACHOCTHU UP U UTH

Hns cozmanus COUB TexHuyeckux, MPOTpaMMHBIX M HH(POPMALMOHHBIX PECYPCOB

I/IH(i)OpMaI_[I/IOHHBIX H  TCICKOMMYHHUKAIIMOHHBIX CHUCTCM H cereit JKCIIC3HOJOPOKHBIX

HpeZ[HpI/I}ITI/Iﬁ HeO6XOI[I/IMO SaﬂeﬁCTBOBaTB, U HUHTCIPpHUPOBATH q)YHKI_II/II/I OCHOBHBIX BHJI0B

COBPCMCHHBIX CpCACTB U TEXHOJIOTUH 3alIHUTBI, KOTOPBIC CMOT'YT UCKIIIOUUTb, YCTPAHUTDL HUJIHN

3HAYUTENBHO CMSTYUTH ITOCIEICTBUS YIrpo3 O€30MaCHOCTH.

B UP u UTHU xene3HONOPOKHBIX MPEANPUATAA MOMXKHO BBIICIUTh TPU OCHOBHBIX

ypoBHs 00ecrieueHust UHPOPMAILIMOHHON 0€30TTaCHOCTH:

YPOBCHb  3alIHUThI OT HCCAHKINHOHHPOBAHHOI'O  JOCTYIIa annapaTHoﬁ )51
HpOFpaMMHOﬁ HJ'IaT(bOpMBI KaXXa0ro cpcacrBsa BBIUMCIIMTEIbHOM TCXHUKU,

YPOBEHb  3alIUTBl WHTpaceTH (KOPIIOPATUBHOW CETH  JKEJIE3HOJOPOIKHOTO
MPEeANnpUsTUs) Kak 00bEeIUHEHUSI MHOXKECTBA CPEJICTB BBIYUCIUTEIILHON TEXHUKH,
BO3MOXHO pa3/IeICHHBIX Ha Pa3JIMYHbIE CErMEHTHI, B 3aBUCUMOCTU OT TpeOOBaHHUIA
oOecrieyeHus 6e30MacHOCTH MHGOPMAIIUU B KaXkKIOM U3 CETMEHTOB;

YPOBCHD 3aIIUTBI MCKCCTEBOI'O BBaHMOHCﬁCTBHH.

Kommiekc pemennii no 3amure P u UTH xene3HOI0pOKHBIX MPEAIPUATAN JOJIKEH

IpeamnojaaraTts peUICHUEe CICAYIOIMNUX 3aa4.

3alIUTYy PECYPCOB KOMITBIOTEPOB, CUCTEM YIIpaBIeHHUs 0a3aMH JAaHHBIX, CETEBBIX
OTIEPAITMOHHBIX CUCTEM U HHOT'O OOIIIECUCTEMHOT0 IPOTPAMMHOTO 00eCTIeUeHus;

3alIUTy KaHaJOB CBS3M IIOCPEACTBOM YCTAHOBKM MEKCETEBBIX JKPaHOB H
WCIIOJIb30BAHUSL ~ CPEACTB  KpUOTOrpaguueckod  3amuThl  HHQOpMauu (B
COOTBETCTBUU C 3aKOHOJATEILCTBOM rocyaapcta-wiena OCXK]);

YCTAHOBKY CPEJICTB ayAUTa, MOHUTOPUHTA U KOHTPOJIS 3alUIIEHHOCTH UHTPACETEN
C LIEJIbI0 OOHAPYKEHUS YI3BUMOCTEH CPEJICTB X 3aIUTHI;

3aIUTY SJEKTPOHHOTO0 OOMEHA JaHHBIMU;

3aluUTy OT (PU3UUECKOT0 MPOHUKHOBEHHMSI Ha 00BEKThI dKcITyatanuu P u UTU.

Pemenne BhIIENIEPEYNCIICHHBIX 3a7a4 ONPENEIseT KPYr BO3MOXHBIX HaIlpaBICHUN

3alllMThI 1 HpHMCpHBIﬁ COCTaB MPOrpaMMHO-TCXHUYCCKUX CPCACTB 3alIUTHI I/IH(l)OpMaHI/II/I PIRIG |

KOHKpeTHBIX nojacucrem P u UTHU, koTopblit BKItOYaeT:

CpPEACTBA JOBEPEHHOM 3arpy3KU CPEACTB BEIUYUCIUTEIIBHON TEXHUKH;

CpeACTBa HICHTU(DHUKAIIMHU U AyTEHTHUPHUKAIINU CYyObEKTOB JIOCTYTIA;

CpeZCTBa yIpaBJIEHUS TOCTYIIOM K HH(OPMAIIMOHHBIM U CETEBBIM pecypcam;
CpEJICTBA PETHCTPAIIUHU COOBITUI Oe30macCHOCTH HHPOPMAITUH;

CpeICTBa aHTUBUPYCHOM 3aIlIUTHI;

CpeICTBa KOHTPOJISI UCIIOIB30BaHMSI Ch€MHBIX MAITMHHBIX HOCUTENEH nHPOpMAIH

CpeAcTBa KOHTPOJISI 3aIUIEHHOCTH;
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— CHCTEMBI U CpeJICTBA MOHUTOPUHTA MH(OPMAIIMOHHOM 0€3011aCHOCTH;

— CpEeICTBa MEXKCETEBOTO IKPAHUPOBAHUS;

— cpencTBa 0OHAPYKEHUS BTOPKEHUM;

— CpEeICTBA 3aIIUThI KJIMEHT-CEPBEPHBIX TEXHOJIOT U

— CpeICTBa IIOCTPOSHUS KOPIIOPATUBHBIX 3aLUIIICHHBIX CETEH Mepe1aun JaHHBIX;

— cpenacTBa  KpunTorpaduueckod  3amuThl  MHGOpManuu  (TpUMEHsSEMbIE B
COOTBETCTBHU C 3aKOHOAATEILCTBOM rocynapcta-awieHa OCXK/I).

3anuTa mnporpaMMHoO-TexHUYeckux cpeactB WUTU  oT BHEMHUX MOporpaMMHO-
TEXHUYECKUX BO3ACHCTBUUA MPEIYCMATPUBAET OPraHU3AMI0 3alIATBl OT BHEIIHHX
BO3JICCTBUHM, CIMOCOOHBIX HAPYIIUTh IEJIOCTHOCTh WM JIOCTYIMHOCThH 3allUIIacMBbIX
anmapaTHO-IporpaMmmMHbIX pecypcos U TH.

3ammuTa OT BHEIIHUX MPOTPAMMHBIX BO3/IEUCTBUN 00ECIIEYNBACT:

— AHTHUBHUPYCHYIO 3alIUTy UHPOpMAILINH U iporpammMHoro obecnieuenust UTU;
— KOHTPOJIb 3aIMIIICHHOCTH;
— MOHUTOPHHT UH(OPMAIIMOHHOM 0€30MaCHOCTH;

— oOHapyXeHue M OTpakKCHHE CETEBbIX aTaKk (BTOP)KEHMI) B pealbHOM MaciuTade
BpEMEHU;

— OKpPAaHUPOBAHHEC CCTCBBIX aAPCCOB U CI)I/IJ'IBTpaHI/II-O CCTCBLIX ITAKCTOB.

B kauecTBe onpenensomux BeIAEIECHbl TP OCHOBHBIE 11eu 3amuThl UP u UTHU:
— o0ecnevyeHne KOH(pHUIEHIIMATFHOCTH 00pabaThiBaeMoi HH(MOPMAIIHH;

— o0ecnieuenue nenoctuoctu P u UTH;
— obecrneyeHue JOCTYITHOCTH HH(POPMAIIUU U CEPBHCOB.

KondunennmuanpHocts oOpabaThiBaeMol HMH(pOpMAIMM  TPENAINONaraeT, 4YTo BCS
YyBCTBUTENbHAsA HMHGOpMAlMs B CHCTEME pPAHXXHPOBaHA IO OINPEEICHHBIM KPUTEPHUSIM,
YCTaHABIMBAIOTCS IPABUJIA JOCTYNA K HEH Pa3IMYHBIX KATETOPUH I10JIb30BATENIECH, U CO3AaHBI
MEXaHU3Mbl, 00eCleUnBaoIIie MPEeJOTBPAIICHUE HECAHKLIIMOHUPOBAHHOIO JOCTYyNa K ATOU
uH(pOpMaLIIH.

[Henoctnocts P m UTU npennonaraer Hamuuue MEXaHU3MOB U CPEACTB KOHTPOJI,
obOecreunBarouX MpPeJA0TBpaIlleHHe HeCcaHKIMoHWpoBaHHON wmoaudukaruu WP u UTH.
Hemnocthocte MP u UTU BriroyaeT MOHATUA ULEIOCTHOCTH TEXHHYECKHUX CPEACTB,
MpPOrpaMMHOTO  o0ecriedeHusi, WH(GOPMAIIMOHHOTO  00ECIedeHus, OpPTaHU3aI[MOHHOTO
oOecrieyeHus.

HocTtynHoCTh IpeAnoJiaract HaJau4yue MEXaHU3MOB, o0ecreynBaronux
MpeIOTBpaIIeHne OTKAa30B MPHU JOCTYyINE MOJb30BaTeNell K MH(pOpManuu W pa3peuieHHBIM
byHKIMAM 00pabOTKH HHPOPMALIUH.

ammra P u UTU xene3Hoq0poKHBIX TPEANPUITUI U aBTOMAaTU3UPOBAHHBIX CUCTEM,
UX 00pa3yIoNuX, MpelycCMaTpUBAET CIEAYIONINEe OCHOBHBIC HAITPABICHUS:

— o0ecneyeHue uaeHTU(PUKAIUU U ayTeHTUUKAIMK TToJib3oBarteneit 1P,
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— ynpasiienue nocrynom k P u snementam UTU;

— obecreyeHue 3alUThl OT HECAHKIMOHUpOBaHHOro jaoctyna k WP u snemenTtam
UTH;

— o0ecrnieyenue 3amuThl UHPOpMauu B kaHanax cBsizu UTU >kene3Hom0pOKHBIX
MPEINPUATHH;

— obecrieueHre CUCTeMbl PErUCTpaIliy U y4ueTa aeicTBuil monb3oBarenei P u UTU
KEJIE3HONOPOKHBIX IPEATPUITUH;

— ynpabieHue nHuuaeHTamu 1b;
— 0OHapyXeHUe U TPEI0TBPaIlEHNE BTOP>KEHU;
— obecrneueHue 3auThl KIIMEHT-CEPBEPHBIX TEXHOJIOTHH;

— obecnieuenne anTuBHpycHoM 3ammutel MP uw  UTU  xene3HogopoXHBIX
NpEANPUATHH;
— obecrnieueHue [EHTPAJTU30BAaHHOTO yIpaBiICHUS 0€30MacHOCTHIO u

LEHTPAIU30BAHHOTO aIMUHUCTPUPOBAHUS CpeAcTB 3amuThl uHpopmauuu WP u
NTH xene3H010pOKHBIX IPEANPUITHH;

— pa3paboTKy 3allUIIEHHBIX Y3JIOB MOAKIIOYEHUS K TJI00adbHBIM CeTsIM (CEeTh
WurepHer);

— o0ecnieyeHre KOHTPOJIA HCIOJIb30BAaHUS CHEMHBIX MAIIMHHBIX HOCHUTENEH
uH(popmMaLny;

— o0ecrnieyeHne KOHTPOJIst 0eCITPOBOTHBIX COCTMHEHHUI;

— obecrieyeHue 3aInThl MOOMIIBHBIX TEXHUYECKUX CPE/ICTB.
7.1 WnpenTnduxanus u ayreHTHGUKALMA 10/1b30BaTEJIeil U pecypcoB

[Ipu nmocryne B MP u UTU pexkomeHayercs OCYHIECTBISATh HACHTU(DUKAIUIO U
ayTeHTU(UKAIIUIO T0Ib30BaTENeH.

Unentudukanus  mpeanonaraeT  yCTaHOBJIEHHE  XapaKTEpPUCTHUK,  CIOCOOHBIX
OJTHO3HAYHO HICHTU(OUIIUPOBATH (OMPEENTh) OOBEKT B CUCTEME.

AyTeHTHU(UKALMA TIOJb30BaTEee MOXET OCYIIECTBISATHCA C  HCIOJIb30BAaHUEM
napoJiedd, amnmapaTHBIX CpPEJCTB, OMOMETPHUYECKHX XapaKTEPUCTUK, MHBIX CPEICTB win (B
cirydae MHOTO(aKTOpHOU (ABYX(aKTOPHOH) ayTeHTH(UKALIUN) — ONPEICICHHON KOMOUHAIIUN
YKa3aHHBIX CPEJICTB.

[Tpu vcnoab30BaHUM MEXAHU3MOB UIECHTU(UKAIIMN U ayTeHTU(UKAIIMN TI0JIb30BaTesei
B P u U'TU pexkomenayercs o0ecneynTh:

— mpenocrasineHue nonb3oBareno UP u UTU ayrentuduxanmnonHoil nHbpopmauu
(HampuMmep,  mapoiisi)  CHOCOOOM,  HCKIIOYAIONIMM  BO3MOXKHOCTH  €T0
KOMIIpOMETalluH;

— YHHUKAJIBHBIC MApOJIM AJIA IIECPBOHAYAIIEHOTO BXOJa B CUCTEMY C HpHHy,)IHTCJIBHOfI
CMEHOM MmocJie IIEepBOI0O BXOJ4,
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—  peryisipHyro cMeny naposneu gocryna k UP u UTH;

— UHTEPAaKTHBHBIE MPOLEAYPHl JUIsl CMEHBI MapoJisi IOJb30BaTEIEeM B IpoOIecce
paboThI, 00ECIICUNBAIOIINE TOCTATOYHOE KAYeCTBO (CII0KHOCTH) MapoJie.

B xauecTBe HOCUTEIIECH I/II[eHTI/I(I)I/IKaI_[I/IOHHBIX XapPaKTCPHUCTUK MOTYT UCITI0JIb30BaAThCA:

— CMapT-KapThbl, JJCKTPOHHBIE 3aMKU U JIPyTHU€ HOCUTENM UHPOPMALNHU IS
HaJKHOW naeHTU (UK 1 ayTeHTudukaruu nojas3oateneit P u UTU;

— UYEJOBCK, KaK HOCHTEIb HWHIUBUIYAIbHBIX OHOMETPUYECKHUX  IPU3HAKOB,
YelloBeYCeCKas MaMsATh, 3allOMHHAOIIAss HAa0Op CHUMBOJIOB, KOTOPBIM SIBIISICTCS
napoiib win PIN-ko.

Jlns ocymecTBieHUsS HaACKHOW ayTeHTH(UKaruu mosb3oBareneid P u UTU moryt
WCIIOIBb30BAThCSl  DJIEKTPOHHBIE, OHOMETpPUYECKHE, KpUNTOrpaduUYecKue U  JIPyrue
pa3zHooOpa3Hble CrOcOObl U METObI (B COOTBETCTBHHM C 3aKOHOJIATEIHCTBOM TOCYAAapCTBa-
yirena OCX ).

Bb160p KOHKPETHBIX CIMOCOOOB U CPENCTB MACHTHU(PHUKAIMU U ayTeHTH(PUKAIUU IS
WCIIOIb30BaHUs B cUcTeMe HmHpopMarmoHHoi 6e3omacHoctu P u MUTU xene3HoqopoKHbIX
MPEANPUATHNA MOXKET OBITh OCYIIECTBIICH HA JTare MPOCKTUPOBAHUS B KOMIUJIEKCE C BHIOOPOM
JIPYTUX HEOOXOAUMBIX CPEJICTB 3AIIUTHI.

7.2  CpencrBa 3amuthl uHpopmauuu UP u UTU oT HeCAaHKUMOHUPOBAHHOTO
aocTyna

[To cnoco0y TeXHMYECKOW peajau3allud CpPEICTBAa 3alUThl WHOOpPMAIMH  OT
HECAHKIIMOHUPOBAHHOTO JIOCTyma JEJSITCS Ha JBa OOJBIIMX KJacca: MPOrpaMMHO-
TEXHUYECKUE KOMIUICKCHI 3allIUThl U MPOTrPaMMHBIE CPEICTBA 3alIUThI, TPUYEM MPOTPAMMHO-
TEXHUYECKHUE KOMIJIEKCHI 3a1[UThl UMEIOT 3HAYUTEIBHOE IPEATIOYTEHHE.

JlaHHBIE KOMIUIEKCHI pEATU3YIOT:

— TIOJICUCTEMY UJICHTU(DPUKALIMHU U ayTeHTU(PUKALIUH;
— IOACUCTEMY KOHTPOJIS LEIOCTHOCTH;

— TIOJICUCTEMY KOHTPOJISi MCHOJB30BaHMS CHEMHBIX MAIIMHHBIX  HOCHUTENEH
uH(popmMaLny;

— TOACHCTEMY pasrpaHUYCHUS JOCTYIIA.

OyHKIMM MOACUCTEMBl UACHTU(PHUKAMU U ayTeHTU(UKAIUU B OOJBIIMHCTBE CUCTEM
BBITMOJTHSIOTCS aNlapaTHOW KOMIIOHEHTON KoMmruiekca. it ayTeHTHuHKau nojab30BaTelNeH,
KaK IpaBWJIO, MCHOJB3YIOTCSA JIB€ BEJIWYMHBI: CUYUTBIBAEMBIH W3  DIIEKTPOHHOIO
UACHTU(UKATOPA KO/ U BBOJUMBIN C KJIABHATYPHI APOJb.

OyHKIIUM KOHTPOJS IEIOCTHOCTH IPOTPAMMHOTO OOECTICUEHHUSI  BBIMOIHIIOTCS
MIPOrPpaMMHBIM KOJOM W3 IIOCTOSSHHOTO 3allOMHHAIOLIEr0 YCTPOMCTBA KOMIUIEKCA  WIIH
nporpaMMoi, CUYMTaHHOM wu3 (aiina, 3ammTa KOTOPOTO OOecrmedYnBaeTcss IMOACHCTEMOM
pasrpanndeHus gocrtymna. Mexanusm koHTpotia uenoctHocty UP u UTU npennaznaven s
CBOeBpeMeHHOro oOHapyxeHus wMoaudukanuu MP u WTU wu mno3Bonser oOecneyuThb
MPaBHIBHOCTh (DYHKIMOHUPOBAHHUS CHCTEMbl 3allUTHl HWH(OpPMAUWKU U IEJOCTHOCTH
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oOpabatbeiBaeMoil nH(popmanuu. B yactu obecrieueHnss KOHTPOIIS NETOCTHOCTH MH(POPMaLUH

Y CPEJICTB 3alTUThI HH(pOpMaIH 1iejecoo0pas3Ho:

MPUMEHSATh BCTPOCHHBIE MEXAHU3MbI KOHTPOJIS LIEJIOCTHOCTH MCIOJIb3yeMbIX B 1P
nu UTU onepauuonubix cuctem, npukiaagHoro I[IO0 u cpeAacTB 3amuThl
uH(popMaLny;

obecrieunth otcyrctBue B WP m MTU cpenacts pa3paboTKu W TECTHPOBAHHS
(oTnaaku), 10O BBIICICHUE UX B OTCIBHBIN CEIrMEHT;

BECTH HE MCHEEe JBYX KOMHU MPOTPAMMHBIX CPEICTB (HAIpUMEp, TUCTPUOYTHUBOB,
JUICH3MOHHBIX KITIOYEH, MapaMeTpoB HACTPOUKH) JUIsl 00ECTICUeHUS] BO3MOKHOCTH
BOCCTAHOBJICHHUSI Pa0OTOCTIOCOOHOCTH ATHX CpPEJCTB B cClydae HapyIICHHS HX
padoTHI;

MIPUMEHATH CPEACTBA PAa3rPaHUUCHUSI TOCTYIIA, 3aMpeiialore MOIU(PUKALIUIO UITH
yAaJICHHUE 3alUIIAeMbIX PECYPCOB;

IIPUMEHATH CPEJICTBA CPAaBHEHHMs 3alUIIAEMBIX PECYPCOB C HUX ITAIOHHBIMU
KOINUSMU (M BOCCTAHOBJICHUS B C1y4ae HapyILIEHUS LIEIOCTHOCTH);

MPUMEHATh CPEJCTBA KOHTPOJS IIEJOCTHOCTH, HAmpuMep, IS MOojAcYeTa W
CPaBHCHHS KOHTPOJIBHBIX CYMM (B COOTBETCTBHH C 3aKOHOJATEIbCTBOM
rocynapctBa-uieHa OCXK/I);

MPUMEHSITh CPEICTBAa JIIEKTPOHHOU (uudpoBoi) moanucu (B COOTBETCTBUU C
3aKOHOJIATEJILCTBOM rocyaapcta-wiena OCXKT).

OyHKIMKM TOJCUCTEMBI 3alpera 3arpy3Kd CO ChEMHBIX HOCUTENed uHopManuu

PCAIN3YIOTCA CPpEACTBAMU KOHTPOJIA HCIIOJIIB30BAHHA CBCMHBIX HOCHUTEIICH I/IH(I)OpMaHI/II/I nu

CpelcTBaMu JOBEPEHHOM 3arpy3KH.

Vupasnenue goctynoM k P u UTHU nomkHO OCYIIECTBASATHCA B LEISIX KOHTPOJIS

JIocTyna K uH(OpManuu, MPEeAOTBPAIICHUS HEaBTOPHU30BAHHOTO JIOCTyNMa W OOECIeUeHHS

aBropuszoBanHoro nocryna k P u UTHU, onepannoHHbIM cucteMam u WHOOpPMAIWU B

NPUKIAJHbIX cucTeMax. PasrpaHnyeHue J0OCTynma OCYHIECTBISIETCS IMyTeM (QUIbTpaLUn

CHUCTEMHBIX 3allPOCOB Ha BHITIOJHEHUE (HalIOBBIX OMepalliii UM ONepanuii B 0a3ax JaHHBIX U

CpaBHCHUA MOJHOMOYHUM (HpHBHHCFHﬁ) TCKYIICTO IIOJIB30BATCIIA C anI/I6YTaMI/I 3alllNThI

00BEKTa, 110 OTHOLIEHUIO K KOTOPOMY 3alpallnBaeTcs oneparus.

[Ipu 5TOM peKOMEHAYETCs IPUMEHATH CIEAYIOIINE OPTaHU3aLMOHHBIE MEPBI 3aILUTHI:

A0CTYII B KOHTPOJIMPYEMBIC 30HBI JOJIDKCH MpEaOCTaBIIATECA TOJIBKO
ABTOPU30BAHHOMY IICPCOHATY KEJIC3HOAOPOKHOI'O IIPCANIPUATH,

pa3meleHue 000pyJIOBaHHUS B MECTax JOCTYyNa MOCTOPOHHUX JIHUI] JOJDKHO OBITH
BBITIOJIHEHO TaKUM 00pa3oM, YTOOBI HCKIIOUUTh BO3MOKHOCTh HEABTOPU30BAaHHOTO
JOCTYIIA, XUIICHUS WU NMOBpexAcHUA. [Ipn HEBO3MOKHOCTH TaKOTO pa3MEICHUS
PEKOMEHyeTCsl IPUHATh MEPHI K TOMY, 4TOOBI 000pYyAOBaHHE HE OCTaBaJIOCh 0€3
KOHTPOJISI CO CTOPOHBI YIIOJIJHOMOYEHHOT'O IEPCOHANIA;
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3alpeT Ha BBIHOC OOOPYAOBAaHMS M HOCUTENEeW HHPOpPMAIUU C TEPPUTOPUU
HKEJIE3HOIOPOKHOTO MPETPHUATHS 6€3 COOTBETCTBYIOIIETO Pa3pEIICHMS,

MEpbl  3allUTBl A T[PEAOTBpAllleHHs] HEaBTOPU30BAHHOIO  JIOCTyMa K
0o00Opy/ZIOBaHMIO, TOBPEXKJEHUS WIM yTepu OOOpYyIOBaHUS U  HOCHUTENEH
UHGOpPMaIIUY TIPU OpraHU3alMK paboThl 000PYAOBaHMS BHE KOHTPOJIUPYEMBIX 30H,
a TakKe IMpH TPAHCIOPTUPOBKE HOcHUTeNed uHGOpMAMK 3a MpeesiaMu
TEPPUTOPHUH HKEJIEZHOTOPOKHOTO MPEATPUSITHS.

CpencrBa kpunrorpaguieckoi 321U Thl HHPOPMALHT

€ACTBAa  Kpuntorpaguyeckod 3amuThl HUHPOPMALMH B  COOTBETCTBUH  C

3dKOHOJATCIbCTBOM IoCyaapCTBa-4JICHA OC)KI[ IIPUMCHAIOTCA IJIA:

obOecriedeHNs © KOHTPOJSI IEJIOCTHOCTH IPOTPAMMHBIX  HH(OPMAITMOHHBIX
00BEKTOB;

3aIUThI CHCTEMHOTO MPOIPaMMHOTO 00eCIIeYCHHMSI, OJIOKOB OIEepaTUBHOM IaMSTH,
Gbaiinos;

3aIUThI HU(POBBIX KAHAJIOB Mepeaun Ha YPOBHE MAKETOB MJIM CETEBOTO TpaduKa;
aBTOpHU3AIIHH, ayTeHTH()HUKAITIN u UICHTHU(PUKAAN OJIb30BaTEICH
UH(OPMAIIMOHHBIX PECYPCOB;

— BBIPAOOTKH, TPOBEPKH ANEKTPOHHBIX MOJMUCEN/NEKTPOHHBIX LIUPPOBBIX MOANUCEN

IOPpUINYCCKU 3HAYUMBIX 3JICKTPOHHBIX JOKYMCHTOB.

C yuerom 3ama4 1o nu@poBU3alUU EPEBO30K IPY30B B MEKIYHAPOTHOM COOOIIECHUH,

pa3BUTHS
cpeacTaa

TPAHCTPAHUYHOTO MPUMEHECHUS IOPUIMUYECKHA 3HAYMMBIX 3JIEKTPOHHBIX JOKYMEHTOB,
U TEXHOJIOTMH KpUNTOrpaduvyecKor 3amuThl WH(OpPMAIMKM >KEJIE3HBIX J0pOrT

rocynapctB-wieHoB OCXK/] npuMeHstoTes 1is:

dbopMHUpOBaHUST KaHAJIOB TEpelaud HOPUANYECKH 3HAYMMBIX  AJEKTPOHHBIX
JIOKYMEHTOB B CeTSAX 0011ero nojibs3oBanus (MaTepHer);

oOecrieyeHust IOpUTAYECKOU 3HAYUMOCTH AIEKTPOHHBIX JIOKYMEHTOB
KEJIE3HOIOPOKHOTO TPAHCTIOPTA B MEXKTyHAPOIHOM COOOIICHHH;

oOecrieueHs] TEXHOJOTHM TapaHTUPOBAHHOW JOCTABKM, JIOTMYECKOTO KOHTPOJIA
nmpolecca JOCTaBKM M HEOTKa3yeMOCTH MPU OOMEHE IOPUINYECKH 3HAYUMBIMU
AIIEKTPOHHBIMH JJOKYMEHTAMH B MEXKTyHAPOIHOM COOOIICHHH.

7.4  MexcereBble IKPaHBbI

Onaumu u3 OCHOBHBIX 3eMeHTOB 3auuThl P u UTU ot HCJI npu MmexceTeBoM

B3anMO/J€C

WCTBUU SIBJISIFOTCS MEXKCETEBBIC OKpPaHbl, OCHOBAHHBIC Ha NPUHIUIIAX (I)I/IJ'IBTpaLII/II/I

CCTCBLIX aIPpCCOB U MMAKCTOB.

MesxceteBoii skpan (MD) npeaHa3HaueH IjIs 3alUThl BHYTPEHHEH CETH OpraHH3al[|iH

OT HCCAHKIUOHHUPOBAHHOI'O CETEBOT'O JOCTYIIA U pCIIACT CICAYIOIMIUC 3a1a4Yn:

(GUIbTpallMI0O  CETEeBBIX  IMAKETOB B COOTBETCTBUM  C  33/1aBa€MBIMH
aIMUHUCTPATOPAMMU ITPABUIIAMY;

ocyllecTBlIeHHE nepenayn |P-nmakeToB Mo NMPUHIUIY «3alpellieHO BCE, YTO HE
pa3peleHo» 4To 3allMINAeT OT HalaJeHUH, OCHOBAaHHBIX Ha HOBBIX, HE3HAKOMBIX
WM HesicHBIX |P-cepBurcax, a Takke olIMOOK KOH(Urypanuuu;
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— TpaHCIKOUKO CCTCBBIX AJPpCCOB  OTIIPABUTCIIA MW IIOJYy4YaTCsii B TYHHCIIC,

CKpBIBAIOIIYIO BHYTPEHHUE ajipeca CyObeKkTa U 00beKTa repead;

— BO3MOXKHOCTb  COKPBITHSl NPHUKIAJAHBIX (QYHKUMHA  3alIMIIaeMOM CEeTH |
UCIIOJIb3YEMBIX ~ CETEBBIX  MPOTOKOJOB,  TOMOJOIMM  CeTM M (pakra
¢yHKIMOHMpOBaHU MO  Kak  cpeAacTBa  3alMTBl ¢ QUIBTPYIOLIUMHU
BO3MOXXHOCTSIMH;

— crneuuduyeckyro o0paboTky |P-ommuii, crnocoOCTBYOIIYI0 MNPEJOXPAHEHUIO OT
PacKpbITUS W3BHE TOMNOJOTUM KOPIOPATHBHOW CETH  KEJIE3HOIOPOKHOTO
peanpusATUs (MHTPAHET);

— 3aIIMTY KaHAJOB YIPAaBJIEHU U MOHUTOPUHTIA TIOIPAaHUYHBIX MApLIIPYTU3aTOPOB;

— YYeT W PETUCTPAlUI0 JCUCTBHA aJIMUHUCTPATOPOB M Pa3IMYHBIX MapamMeTpOB
paboThl A00OHEHTOB;

— (DYHKIIMOHHPOBAHUE KOMIUIEKCA C MCIOJIb30BAaHUEM 3allUIIEHHON OMEepaliMOHHON
Cpeabl IJis UCKIIIOUCHHUSI HECAHKITMOHUPOBAHHON MOIU(DHUKAIIMKY U OCYIIECTBICHUS
pa3pyIIaruX IpOrpaMMHBIX BO3ICHCTBHIA;

— aBTOMAaTHYCCKHI KOHTPOJIb HEJIOCTHOCTH UCITOTHACMBIX MOI[YJIGI;'I;

— BO3MOXKHOCTb YJIaJICHHOTO yIpaBlieHus pabotoi MO, MOHUTOPUHT COCTOSIHUS,
W3MEHEHHUE IPaBui PUIBTPALINH U JP.

[TpuopureToM uctionb3oBanus sBisitorcss MO HoBoro nokoieHust (NGFW), ocHoBHBIMU
OTJIMYUTEITLHBIMUA OCOOECHHOCTSIMU KOTOPBIX SIBISIOTCS:
— HCIOJB30BAaHUE MOJIB30BATENICH U MPUIIOKEHU N KaK KpUTEPUEB (PUIIbTPAINHY,
— UHTerpamus TexXHOJOTHH (uiIbTpanmuu Tpaduka € TEXHOJOTHSIMHU 3allUThl OT
KOMITHIOTEPHBIX aTaK.

7.5 CpeacTtBa MOHUTOPMHIA M KOHTPOJIS 3AIIIUIIIEHHOCTH

OO0s3aTebHBIMUA DJIEMEHTAMHU 3aIIUTHl COBPEMEHHBIX KOPIMOPATUBHBIX CETEH JOJIKHBI
OBITH CpeICTBA MOHUTOPUHTA U KOHTpPOJIs 3anuiiennoctd UTH.

CpencTBa MOHUTOPUHTA M KOHTPOJIS 3aIMIIEHHOCTH MPEeIHa3HAYEHBI I 00ecTieYeHUs
BBISIBJICHUSI BO3MOKHBIX YSI3BUMOCTEH M KOHTpOJIs 3amuThl nHbopmanmu B UTU Ha ypoBHSIX
CHUCTEMHOTO ¥ TMPHUKIAJHOTO MPOTPaMMHOI0 OOECTICUYCHHs, a Tak)Ke 3alluThl OT aTaKk Ha
KOPIIOPATUBHBIE CETU CO CTOPOHBI OTKPBITHIX CETEU NEPEIaun JaHHbIX.

[IprHIIMIT MOHUTOPUHTA U KOHTPOJIS 3alUIIEHHOCTH 3aKI0YaeTCs B ciaenyromem. Ha
3alUIIAEMbIE DJIEMEHTBI HHTpaceTH (KOMIBIOTEPHI, CEpPBEPHl M T.1.) YCTaHABIMBAIOTCS
MpOorpaMMHbBIE€ JIpaliBEpPbl — AareHThl, KOTOPbIE KOHTPOJUPYIOT COOJIIOJACHUE MOJUTHKU
0€30MacHOCTH ¥ 3HAYCHHS HACTPOEK 3aIUThl COOTBETCTBYIOIINX pecypcoB. [Ipu OTKIOHEHUSIX
OT HOPMBI ATH areHThl (PUKCHUPYIOT U3MEHEHUs U TIepeaaloT UX Ha CepBepbl OE30MaCHOCTU U
KOHCOJIb  aJIMHHHCTpaTopa Oe3zomacHocTH. Ecimm mnporpaMMmHOe olOecrnieueHue HIIU
MPOrPAMMHO-TEXHUYECKUE CPEJICTBA, MMEIOT COOTBETCTBYIOIIME BCTPOCHHBIE MEXAHHU3MBI
MOHUTOPHHTA U KOHTPOJSl 3alMIIEHHOCTH (HAampuMep, CETEeBble KOMMYTATOpbI, CpPEICTBa
3ammThl MHGOpMaIK), TO COOBITUSI OE30IMaCHOCTH IMEPeJaroTCsS Ha CepBephbl 0€30MacHOCTH
LITATHBIMU CPEJICTBAMU.

MOHHMTOPHHT U KOHTPOJIb 3aLIUIIEHHOCTH 3aKJIIOYAETCA B BO3MOYKHOCTH MPOBEINCHHUS
NEPUOIUYECKOr0 aHajln3a 3allMIIEHHOCTH Y3JIOB M CErMEHTOB KOPIIOPATUBHOW CETH Ha
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npeaAMET HAJINYHA B HUX YHBBHMOCTCﬁ nu 3a6ﬂar0}3peMeHH0r0 HUX YCTpAaHCHHUA.

CpeI[CTBa MOHHUTOPHUHI'A U KOHTPOJIA 3alllMIIICHHOCTHU BKIIIOYAIOT:

CpcaAcCTBa KOHTPOJIA (aHaJII/ISa) 3allIMIIICHHOCTH, BKJIOYas:
¢ CKaHCPLI 6630H3CHOCTI/I, COACPpIKAIIUC OOHOBIJISIEMBIC AdKTYAJIbHBIC 0a3nl

W3BECTHBIX YSA3BUMOCTEM W MEXaHU3Mbl BBISIBJICHUS TaKUX VYSI3BUMOCTEH B
cucteMHoM U nipukiaanoM [10, Be6G-cepBepax, ceTeBoM 000pyA0BaHNH;

* CpeacTBa KOHTPOJISI NPAaBUIBHOCTM YCTAaHOBKM WM HACTPOWKHU IPOrPAMMHOTO
oOecrnieyeHusi, MO3BOJISIONINE BBIABIATH HeOe3zonacHble KoHpurypamuu OC u
[ITIO, Ha ocHOBE aHanM3a HMX COCTaBa, BEPCUM, 3HAYCHUN TMapaMeTpPOB
HaCTPOWKU U IIp.;

CpeICcTBa MOHUTOPUHTA CETEBBIX U XOCTOBBIX MMOTOKOB MH(OPMAIIUU, BKIIIOYAS:

* cpeactBa  yuera  cereBoro  Tpaduka, mo3Bojsitome  GOpMUPOBATH
CTaTHCTUYECKHE JIaHHBIE 110 CETEBOMY TpauKy;

e CcpeacTBa aHanmmza  cojaepkumoro  cereBoro  Tpaduka  (DLP-cuctemsl),
HaIpaBJICHHBIE HA MTPEOTBPAIICHHE yTedeK KOH(PHIeHIINaTbHOM HH(POpMAIIUH;

* CHEUUAIN3UPOBAHHBIE CPEJICTBA OOHAPYKEHUSI KOMIIBIOTEPHBIX aTaK (CHCTEMBI
oOHapyxeHus Brop:kennii, COB);

cpeacTBa KOHTPOJiA cooTBeTcTBUS 3neMeHTOoB COWDB npuHATHIM HanuoHalIbHBIM

CTaHJapTaM B 00y1acTH 3aiuThl HHGOpManuu u nonutukaM Wb, Biroyast:

* CHEIUAIN3UPOBAHHBIE CpPEACTBA KOHTPOJS COOTBETCTBUS IapaMeTpoOB U
XapakTepucTuk sneMeHToB MTU mnpuHATEIM HAalMOHAJIbHBIM CTaHIApTaM B
oOrnactu 3auThl ”HGOpMaLMK U nonutukam Mb;

* CHOEIUAIU3UPOBAHHBIE  CPEIACTBA  KOHTPOJS  ONEpalMOHHBIX CUCTEM,
MIPUKJIAJHOTO MPOTrPaMMHOr0 O0OecreyeHus, CPeICTB U MEXaHU3MOB 3aIUTHI, B
toM yrciie BctpoeHHbie B OC u IO (mabmoHbl JOMEHHBIX TOJUTHK, CPEICTBA
ot npousBoauteneit KoHKpeTHsIx OC u I1T10);

* CpeICTBA  KOHTPOJS  ILEJOCTHOCTH  INPOrPaMMHOTO obecrieueHus,
o0ecreynBaroue PeryisipHblii KOHTPOJIb HEU3MEHHOCTH COCTaBa M HACTPOEK
OC u IIIIO;

KOMITOHEHTBI YIIPABJICHUS CPEJICTBAMH MOHHTOPUHTA U KOHTPOJISI 3AIUIIIEHHOCTH;

KOMIIOHEHTBl ~ (DOPMUPOBAHUS OTYETOB IO COCTOSHUIO  WH(MOPMAIMOHHOMN

0€301MacHOCTH.

CTpyKTypHO CpeICTBa MOHHTOPHMHTa W KOHTPOJS 3alIUIICHHOCTH COCTOAT W3
CJIETYIOIIHNX KOMITOHEHT:

7.6

KJIMEHTCKON 4acTH — areHTOB, (YHKIIMOHUPYIOUIMX HA MOJKOHTPOJBHBIX 00BEKTaxX
(koMIBIOTEpAX U CepBepax) M OCYHICCTRISIOMUX KOHTPOJIb 00BEKTOB MOCPEICTBOM
peructpaiuy coOObITHI U UCTIONHEHUSI YIIPABJISIOMINX aIMUHUCTPATUBHBIX KOMaH;
CepBEpHOM YacTH (BBIIEICHHBIX CEPBEPOB) ISl cOOpa MH(OPMAIIMU OT areHTOB WJIH
BCTPOCHHBIX CPEJICTB MOHUTOPHUHTA U aHAJIW3a MOJIy4eHHON HHPOpMaLIUK;

KOHCOJIE aJIMMUHHUCTPATOPOB OE€30IaCHOCTH — BBIIAEJIEHHBIX KOMIIBIOTEPOB JIA
MOHHUTOPWHTA M YIPABICHUS CPEICTBAMH 3alIUTHl U (OPMUPOBAHUS OTYETOB II0
COCTOSTHHIO HH(OPMALIMOHHOM 6€30I1aCHOCTH.

331HHT3 RKIMEHT-CEPBEPHBIX TEXHOJIOT Ui

KHI/IeHT-CGpBepHHe TCXHOJIOTHHU IIPCACTABJIIAIOT OCHOBHOM KJIaCC TEXHOJIOTUM B
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pacupCaCICHHBIX BBIYHUCIUTCIIBHBIX CUCTCMAX IIPpH pa60Te MOJIL30BaTENICH C pasacisiCMbIMA

pecypcamu.

Tak kak cepBepbl C pecypcaMd M KIHMEHTbl B HUX HYXJAIOIUEcs, Kak IpaBHIIO,
TEPPUTOPUATILHO PA3HECEHbl, OCHOBHBIMM MpPOOJIEMaMM 3allUThl B AITHUX TEXHOJOTHIX
SBJISIIOTCS TPOOJIEMBI UACHTU(UKALMY U ayTeHTU(UKALIMY TT0JIb30BATEIIEH U CEPBEPOB, a TAKKE
po0IeMBbI 3allUThI IOCTYNA K CEPBEPAM CO CTOPOHBI HECAHKIIMOHUPOBAHHOI'O MOJIb30BATENs
BO BpeMs CeaHca C CAaHKIIMOHUPOBAHHBIM IOJIb30BATEIIEM.

[TpoGnembl ueHTU(DUKATUN U ayTEeHTU()UKAUU B OTKPBITHIX U KOPHOPATUBHBIX CETSIX
pelIaloTcss HpU  TMOMOIIM  HCHOJB30BaHUS LU(MPOBBIX CEpTUPUKATOB M  CPEIACTB
Kpunrorpapuyeckol 3ammrsel MH(OpManuu (B COOTBETCTBUM C 3aKOHOJATEIHCTBOM
rocynapctBa-uiena OCXK/). Kaxnaprii cepep M KakIbplii KIIMEHT MMEIOT COOTBETCTBYIOIIEE
nporpaMmMHoe obecriedyeHue, LUGPOBble CcepTU(UKATEI M KpUITOrpapuyecKue Koy,
oOecreynBarolye uX 0JJHO3HAYHYIO UACHTU(PUKALMIO U HAJISKHYIO ayTEHTU(DHUKALHUIO.

3amuTa CeaHCOB M HENPEPHIBHOCTU MOTOKOB MEXJYy KIMEHTOM U CEpPBEPOM
00EeCreuynBaeTCsl C HCIOJB30BAaHUEM CIIELHAIBHBIX 3alllUTHBIX IPOTOKOJIOB 0OPabOTKH
uH(pOPMALINH, a TAK)KE KPUNTOTpahUUECKUX MEXaHU3MOB 3aIUTHl HH(POPMALIMK, OCHOBAHHBIX
Ha MCMOJb30BaHUU ULU(PPOBBIX CEepTU(UKATOB (B COOTBETCTBHUM C 3aKOHOAATEIbCTBOM
rocynapctBa-wieHa OCXKT).

7.7  CpencrBa aHTUBHPYCHOM 3alIIUTHI

KoprnopaTuBHbIE BEIYMCIUTENBHBIE CETH KEIE3HOAOPOKHBIX MPEANPUATHI BKIHOYAIOT
B ce0s ThICAYM  KOMIIBIOTEPOB, JECSITKA CEpPBEpPOB, AKTHMBHOE W  IACCUBHOE
TEJIEKOMMYHHUKAIIMOHHOE O00OpY/IOBaHHE U HMEIOT CJIO0XHYI0 CTpykTypy. C poctom
KOJIMYECTBA DJIEMEHTOB CETH YBEJIMYMBACTCA BEPOSTHOCTH BO3MOJKHOCTU €€ 3apa)KCHUs
BPEJOHOCHBIMA KOMIIBIOTEPHBIMU IIPOTPaMMaMM, YTO MOXET INPUBECTHU, B TOM YHCIIE, K
JIe30praHn3aln ¢ yHKIIMOHUPOBAHUS CETH.

Jis Toro yToOBl 00€30MacuTh KOPHOPATUBHBIE CETH OT 3apa’keHUs BPEIOHOCHBIMU
KOMITBIOTEPHBIMU MPOTrpaMMaMi, HEOOXOUMO BBISBIIATh U KOHTPOJIUPOBATH BCE BO3MOXKHbBIE
KaHaJIbl UX IPOHUKHOBEHMUS B CETh.

— IIPOHUMKHOBEHHME BPEIOHOCHBIX KOMIBIOTEPHBIX MPOrPAMM HAa KOMIIBIOTEPHI C
IIOMOIIBI0  3aPAXKECHHBIX IEPEHOCHUMBIX HCTOYHUKOB, HANPHUMEP, CHEMHBIX
MAaIIMHHBIX HOCUTENeH nH(OpMaIuH,

— 3apa)XEHHE BPEJOHOCHBIMM KOMIIBIOTEPHBIMU IpPOTPAaMMaMH C  ITOMOIIBIO
MHQUIIMPOBAHHOTO TPOTrPaMMHOT0 00eCTIeUeHUs, TOTYYeHHOTO U3 MIHTepHeT;

— 3apa)XEHHE BPEJOHOCHBIMM KOMIIBIOTEPHBIMH MpPOrpaMMaMy €O  CTOPOHBI
YIAJIECHHBIX 3apAKEHHBIX KOMIIBIOTEPOB WJIM CEPBEPOB, MOJKIIOYEHHBIX K
KOpPIIOPATUBHOM CETH;

— uH(UUIUPOBAaHME C MOMOUIBIO 3aPAKEHHBIX BIIOXKEHUN DJIEKTPOHHOW MOYTHl WU
CCBUIOK Ha BPEIOHOCHBIE CANUTBHI.

K OCHOBHBIM MNpUHIMIAM TIOCTPOEHUS CHUCTEM AHTUBUPYCHOW 3alllUTHl iAo
KOPIIOPATUBHBIX CUCTEM OTHOCSTCSA: KOMIUIEKCHBIM IIOAXOJ K CO3JaHMI0 CHCTEMBI
AHTUBHMPYCHOM 3aIlIUThI U LIEHTPAJIU30BAHHOE YIPABJICHUE aHTUBUPYCHOM 3aIUTOM.

KopnopatuBHble CUCTEMBI AHTUBUPYCHOM 3AILUTHI KEJIE3HOMOPOKHBIX HNPEAIPUATUN
JOJKHBI 00J1a71aTh CIIeAYIOIUME () YHKIIHOHATBHBIMA BO3MOKHOCTSIMU:

— BO3MOXXHOCTB OOHApY>KE€HUS BPETOHOCHBIX KOMIBIOTEPHBIX IPOTPaMM;
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BO3MOYKHOCTh OOHAPYKEHHSI IECTPYKTUBHOTO KOJIa THUIIA KTPOSTHCKUI KOHB;
TOTOBHOCTh OBICTPOTO pEarupoBaHWs Ha TMOSIBJICHUE HOBBIX BHJIOB YIpo3
(9BpHCTHYCCKUIT aHATTU3);

o0cny>KMBaHUE U TIOJIJIEPHKKA;

CIUCOK  3alUIIaeMbIX TOYEK BO3MOXHOTO IPOHHKHOBEHHUS  BPEJOHOCHBIX
KOMITBIOTEPHBIX IPOTPAMM;

aJIMUHUCTPUPOBAHUE, YIIPABISEMOCTb, IIOAICPIKKA,;

yIIpaBJICHUE aHTUBUPYCHOM 3aIIUTON YIaJICHHBIX ITOJIb30BATEIICH;
IICHTPAJIN30BaHHOE YBEIOMJICHHCE;

BBICOKAs IPOU3BOIUTEIHLHOCTD CUCTEMEI;

yIAJICHHOE aIMUHUCTPHUPOBAHUE;

ob6nosnenue (I10 u 6a3bl MPU3HAKOB KOMITBIOTEPHBIX BUPYCOB) U .

CucreMbl M CcpeacTBa YNpaBJeHUS WHIUAEHTAMU
uHGOPMAITMOHHOH 0€30MACHOCTH

Jns  peanuzanuu ynpaBieHuss wuHIuAeHtamu Wb pexomenmyeTcs peamusanus
CJIETYIOIINX Mep:

oOHapyxeHHe U UACHTHU(PUKAIMS MHIMJACHTOB HAa OCHOBE  pe3yJbTaToB
MOHHUTOPHUHTIA COOBITUI 0€30M1acCHOCTH UH(POPMALIUH;
CBOEBPEMEHHOE MH(POPMHUPOBAHUE JIUII, OTBETCTBEHHBIX 32 BBIABICHNE UHIIUICHTOB
Y pearupoBaHHUE HA HUX, O BOSHUKHOBEHUU MHIKIEHTOB B 1TU;
aHalli3 WHIUJCHTOB, B TOM YHCJIE ONpPEACICHUE HWCTOYHUKOB U

MPUYMH BO3HUKHOBEHUS MHIIUJCHTOB, a TAK)KE OLIEHKA UX ITOCIIEICTBUN;
IJIAHUPOBAHUE W TPUHATHE MEpP IO YCTPAHEHUIO HHIIMIACHTOB, B TOM YMCIE IO
BoccTaHoBneHuto 3meMeHToB UTU n UP B ciywae oTkaza B 0OCIy:KUBaHHH WU
mocie cO00eB, YCTPAHEHHIO TIOCIEACTBUN HApYIICHUS TPaBUI pPa3rpaHUUYCHUS
JIOCTYIa, HEMpPaBOMEPHBIX JEUCTBUN 1O cOopy wuHpOpMAIUK, BHEAPCHUS
BPEJOHOCHBIX  KOMITBIOTEPHBIX MporpamMM (BUPYCOB) U  HWHBIX  COOBITHIA,
MPUBOISIIIMX K BOSHUKHOBEHUIO UHIINICHTOB;
IJIAHUPOBAHUE U MPUHSATHUE MEP MO NPEAOTBPALICHUIO TOBTOPHOTO BO3HUKHOBEHUS
VHIUJEHTOB.

JIns BBIABJICHHWS WHIMJACHTOB HH(OPMAIMOHHOW O€30MacHOCTH, a TaKKe KOHTPOJIS

BBIITOJIHEHU L MCpOHpI/IHTI/If/'I 0 YyHOpaBJICHUIO HWHIUJACHTAMU hb MOTYT TIPHUMCHATHCA

CIICHHUAJIM3NPOBAHHLBIC CPCICTBA ABTOMATU3AIIUU.

7.9

3amnmeﬂnme Y3/l MOAKJIIOYCHUSA K I/IHTepHeT N UHBIM OTKPBITBIM CETHAM

O6ecmneuenre BO3MOXHOCTHU Oe3omacHoro noakaoueHus UP u U'TU xene3HO10pOKHBIX

NpeInpuaATUi K 1100anbHOM cetr HTepHET Wi APYrUM OTKPBITBIM CETAM IIeJIeCO00pa3HO

pc€ain3oBaTrb 3a CUCT MPUMCHCHHSA TCXHOJOIMM ITOCTPOCHHA 3AIUIICHHBIX Y3JIOB JOCTYIIA,

BKJIFOYAIOILIEN B CeO0sI:
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— pa30HeHHe CeTH Ha ClelUaIu3UpOBaHHbIE CETMEHTHI (aIMUHUCTPATUBHBIA CEIrMEHT,
JEMWIATAPU30BaHHYIO 30HY, 10J1b30BaTEIbCKUE CETMEHTHI);

— 0o0MeH uH(popmanrent Mexay CerMeHTaMu B 3alIi(POBAHHOM BUJIE;

— HCIOJBb30BAHUE TPHU CO3JIaHUM KIUEHTCKUX cermMeHToB TexHosiorun VLAN wunu
APYTUX CIIOCOOOB CErMEHTUPOBAHUS;

— HCIIOJb30BaHUE IS cepBepoB cpeacTB 3aumuThl oT HC/I;

— peanu3al{i0 MEXaHM3Ma OIEpaTUBHOIO IONOJHEHUs 0a3 JaHHBIX NPU3HAKOB
KOMITBIOTEPHBIX aTak (pelIarolinX MMPaBHII), BBISIBICHHBIX HEJOCTATKOB B M3BECTHOM
IpOTrpaMMHOM 00€CIIeUeHNH;

— peayn3alrio BO3MOXXHOCTH ONIEPaTUBHOI'O pearnpoBaHus Ha aTaky,

— peaJn3anyio BO3MOXXHOCTHU IOCTENEHHOI'O HapallMBaHUS apXUTEKTYphl 3a CUET
BBEJICHUSI JIONOJHUTEIBHBIX MPOBEPOK MPABUIBHOCTU PabOTHl CETEBBIX (DUIBTPOB,
YCUJICHHS CPECTB aBTOPU3ALIMH U ayTEeHTU(UKALIUY T10JIb30BaTENIEH U T.1I.

B cocraB cpecTB 3alUIIIEHHOTO y371a I0CTYIa TaKKe MOT'YT BKIIOYAThCS:

— cuctemMa oOOHapyKeHus BTOpXEHUM, oOecreunBaromas 3aumty pecypcoB JIBC
(manpumep, kommbroTepoB, cepBepoB JIBC, Web-cepeepoB, MD) ot arak
3JI0YMBIIIJIEHHUKOB M aBTOPU30BAHHBIX IOJIb30BATENIEH KAaK Yepe3 CeTH IMepeadu
JTaHHBIX, Tak U BHyTpH JIBC;

— CHCTEMa aHaIW3a 3allWIICHHOCTH CETEBBIX CEPBHCOB M IMPOTOKOJIOB (CKaHEPBI
0€30MacHOCTH);

— cpeacTBa  o0ecnedyeHMs — MCKIIOYEHMs]  (3ampeTra) Mepelayd  3aliuiiaeMoi
uHpOpMAlMM U3 KOPIOPATUBHOW CETH IKEJIE3HOJOPOKHOTO MPEANpUATHS B
OTKPBITHIE CETH.

7.10 3ammura npoTuB pU3N4ECKOro NPOHMKHOBEeHUsI B KOMNoHeHTHI UP 1 UTU

Jlist peanu3anuu 3auThl 0T PU3NYECKOTO MPOHUKHOBEHUS B KomrnoHeHThl P u UTU
PEKOMEHAYETCS BBIIIOJIHUTD CIEAYIOIINE OCHOBHBIE MEPOIIPUSTHSL:

— BBIOOP MH)XEHEPHO-TEXHUYECKUX CPEICTB (U3MUECKON 3alIUThl OOBEKTOB CHUCTEM,
OTJEIbHBIX TEXHUUYECKHUX CpEIICTB ITUX CUCTEM, VCKJTIOYAIOIINX
HECAaHKIIMOHUPOBAHHBIN JOCTYN K 00BEKTaM, TEXHUYECKUM CPEACTBAM, UX XHILEHUE
¥ HapyIIeHne paboToCcocCOOHOCTH;

— BBIOOp TEXHUYECKHUX CPEJCTB 3aAlIMThl MPOTHUB (PU3NYECKOTO NMPOHUKHOBEHHUS B
komroHeHTsl UP u UTH.
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PABPABOTKA CTPYKTYPbI CUCTEM OBECIIEYEHMU A
WH®OPMAIIMOHHOM BE3OITACHOCTH UP U UTU

OcHoBHBIE 3amgaum cucteMbl uHGopManmuoHHOW Oe3omacHoctu WP m
JKeJIe3HOIOPOKHbIX NPeANPUSTHIH

Cucrema  oOecrieueHuss  uHpopmalnmoHHo  OesomacHoctn WP u  UTU

JKCIIC3HOOOPOKHBIX HpeI[HpI/ISITI/Iﬁ ITO3BOJISICT OCYLICCTBUTh.

NOJIEP’KKY  BBICOKOM  JOCTYMHOCTH  OOpabaThiBaeMod  uHpOpMalMu st
nonb3oBarenerd VP u UTU B cooTBETCTBUM C NMPENOCTABICHHBIMU UM IpaBaMU U
MIOJITHOMOYUSIMH;

3amuTy oOpabaTeiBaeMOl HWH(OpMAIMK OT HECAHKIMOHWPOBAHHOTO YAAJICHHUS,
M3MEHEHU s, O3HAKOMJICHHS U KOTIMPOBAHMS;

3aIUTy KOMIIBIOTEPOB, CEPBEPOB U TEIEKOMMYHUKAIIMOHHOTO OOOPYAOBAHHS OT
HECaHKIMOHUPOBAHHOIO JOCTYIA K UX pecypcam;

MOAJIEPKKY KOHPHUACHIHAIBHOCTH, KOHTPOJS IIEJOCTHOCTH U TOJTBEPKICHUS
MOJJTUHHOCTU JJIEKTPOHHBIX JOKYMEHTOB IMPHU TOMOIIM CPEACTB IMIH(PPOBaHUSA U
ANIEKTPOHHOW (U(ppoBOI) ToAMHUCH (B COOTBETCTBHH C 3aKOHOJATEIbCTBOM
rocynapctBa-uieHa OCXK/I);

KOMIUIEKCHBIM TOAXOJ K TPUMEHEHUIO CHEUUAJIU3UPOBAHHBIX AanlapaTHBIX,
MPOrpPaMMHBIX U allllapaTHO-MIPOTPaMMHBIX CPEACTB U CUCTEM 3aIIUThI;

KOHTPOJIb LIEIOCTHOCTH MH(OPMALIMOHHOTO O0ecrieueHrs, OOIIeTO U CIelHaIbHOTO
POrpaMMHOr0 oOecreyeHust sl €ero 3alluThl OT HECaHKIMOHHPOBAHHOTO
WU3MEHEHMS,

3alIUTY MPOrPaMMHOTO OOECTeUeHHs] U JAaHHBIX OT BPEJOHOCHBIX KOMITBIOTEPHBIX
nporpaMM (BUPYyCOB);

pPETUCTpaALII0O U TMPOTOKOJIMPOBAHUE JEHWCTBUM TMOJB30BATENEH W NPUIOKECHUU,
BEJECHUE CHUCTEMHOTO ayJIuTa, MOHUTOPUHI JCHWCTBHM IIOJb30BaTEIC Ha
aBTOMAaTU3UPOBAHHBIX PA0OYUX MECTAX CUCTEMBI;

aJIMUHHCTPUPOBAHHUE U KOHTPOJIb UCIIOIb30BaHUS PECYPCOB B CUCTEME;
LEHTPAJIM30BAHHOE yIpaBie€HUE UJICHTU(PUKAITMOHHBIMH napameTpamu,
ayTeHTU(UKAIIMOHHONM HHpoOpManuell ©  KpunrorpapuyecKuMu KIOYaMH B
COOTBETCTBUHU C 3aKOHOJATeNbCTBOM rocyaapcrsa-wieHa OCXK]], ycTaHOBIEHHBIM
peraaMeHToM U TpeOOBaHUSAMHU SKCIUTYaTal[MOHHBIX JOKYMEHTOB,;

3alUTy MHQOpMAlUU TpU €e TMeperaye Mo KaHajdaMm CBSI3M KOPIOPATHUBHBIX
KOMITBIOTEPHBIX CETEH KEINE3HOI0POKHOTO MPETPUATHS.
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8.2 Crpykrypa u (QyHKOMH cHCTeMbl ofOecneyeHUsi WH(HOPMANHOHHOIM
oesonacHocT UP u UTH xes1e3HOA0POKHBIX NPeINPUATHIA

CrpykTypa cucteMbl oOecrieueHHs HH(POPMALMOHHOW O€30MacHOCTH M (PYHKIHMH €€
MOJICUCTEM JIOJDKHBI OBITh pa3paboTaHbl Tak, 4TOObI OOECHeYUTh MacIITaOMpOBaHUE U
HapamuBanue ee ¢pyHkiuii npu BBojie B IP 1 UTU HOBBIX DYHKIIMOHATBHBIX MTOJACUCTEM.

Cucrema obecrnieuenust uHpopmarrontoin 6esomacHoct UP u UTU moxer BioYaTh
CJIEYIOIINE OCHOBHBIE KOMIIOHEHTHI:

— TOJCUCTEMY 3alIUTHl HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,;

KpUNITOrpapuUEeCKyIo IOACUCTEMY;
— TOACHUCTEMY KOHTPOJIS 3aILUIIIEHHOCTH;

MTOJCUCTEMY aHTUBHUPYCHOU 3aIUTBHI.

[Togcucrtema 3amutel uHpopmaruu oT HCJ[ MoxkeT uMeTh MHOTOYPOBHEBYIO
pachpeqielieHHyl0 CTPYKTypy W TpeaHa3HaueHa Juisi oOecreueHus HACHTU(DUKAIUU U
ayreHTU(uKau cyobekroB aoctyna B UTU, ynpasnenus qoctynom cyOBEKTOB JIOCTYIA K
obvekTaM goctyma B WTU, peructparuu coObITHH 0€30MacHOCTH W JPYyrux (DyHKIIHMH,
HampaByieHHbIX Ha npegoTBpanieHne HCJI Ha Bcex pyHkironanbHbIX ypoBHsix UTH.

Kpunrorpapuyeckass mnoxacucreMa 3amuThl HHOpMaMu JI0DKHA 00ecreuynBaTh
BBINIOJIHEHUE  (QYHKIUK mudpoBaHus/pacuimppoBanus, (HOpMHUPOBAHUE U  MPOBEPKY
JIEKTPOHHOH (IM(POBON) MOAMUCH JTOKYMEHTOB, KPHNTOTPAPUUCCKYIO HICHTH(PHUKAIMIO U
ayreHTu¢ukanuio nonb3oBatened MP u  UWTU  xene3HOZOPOXHBIX  MpeAnpusTuii (B
COOTBETCTBHUU C 3aKOHOATEIHCTBOM rocyaapcta-wiena OCXK/I).

[Toncucrema KOHTPOJISA 3aIUIIEHHOCTH JOJKHA 00€CIeunBaTh aHaIN3 3alIMIEHHOCTH
ceTeBoi onepannonHoi cucteMbl, CYB/I, BBIZICICHHBIX CETMEHTOB U pabounx cranmuit JIBC,
oOHapyXeHue yA3BUMOCTEH B HCIOJb3yEMbIX MPOTPAMMHBIX M TEXHHYECKHUX CpPEJCTBAX,
oOHapyxeHue M OJOKHpoBaHME aTaKk M3 ceTu VIHTepHeT, omoBelleHHe aJMUHUCTpaTopa
Oe3omacHOCTH 00 OOHapy)KEHHBIX arakaxX, (OpPMUpPOBAaHHME OTYETOB TIO COCTOSTHHIO
0€30MacHOCTH.

[ToncucreMa aHTUBHPYCHOW 3alUTHI JIOJKHA OOECHeuMBaTh aHTUBUPYCHYIO 3aIIUTY
pabounx cTaHui, GaiIoBBIX cepBepoB, 0a3 MaHHBIX, SJICKTPOHHOW MOYTHI, IITIO30B (Y3JI0B
nocryna) Matepuer u unbix P u U'TU xkene3noa0poKHBIX MPeIpUSITHIA.

IHoacucrema 3amuThl HHPOPMALMU OT HECAHKUMOHMPOBAHHOIO noctyna Kk UP u
NTH xene3HO0pOKHBIX IPEANPUATUH JOTKHA 00eCTIeYnBaTh:

sammty P u UTU ot HC/] co CTOpOHBI BHENTHUX TEIEKOMMYHHKAIIMOHHBIX CETEH;

— 3aumty P u UTU ot HC/] Ha ypoBHe 3amuiaembix cermeHTos JIBC;

— 3aumty or HCJl Ha ypoBHE pasrpaHMYeHHUs JOCTyNa MEXaHHW3MaMHU CETEBBIX
ONEPALIMOHHBIX CUCTEM;

— 3aumty or HCJ| Ha ypoBHE pa3rpaHWyeHUs JOCTyNla MEXaHU3MAMHM CHUCTEM

ylipaBiieHus 0a3aMu JaHHBIX;
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— 3aIIUTY KOMIIBIOTEPOB MPOIPAMMHO-TCXHUYECKUMHU KOMIUICKCAMM 3allUTHl OT
HC;

— aJIMUHHCTPUPOBAHHUE CPEACTB HH()OPMALIMOHHOM 3aIUTHI;

— PErucTpaluio cucTeMHBIX coObITHi 1 onbITOK HC/I K 3amuniaeMsIM pecypcam;

— ONEepaTUBHOE ONOBEIIEHUE aIMUHUCTPATOPOB Oe3onacHocTu 0 nonbiTkax HCI.

[Tonnepxxka texunueckux pemenuii mo HCJI, B paMkax peanu3anyy yCTaHOBJICHHBIX
MOJINTUK MH(popMaroHHol Oe3omacHoctd B P u UTU xene3HOq0pOXKHBIX MPEANPUATHM,
JOJKHA ~ o0ecreunBaThCsl ~ KOMIUIEKCOM — B3aUMOYBS3aHHBIX ~ M€p  HOPMATHUBHO-
pPacIopsAUTEIILHOIO, OPraHU3aLMOHHOIO ¥ TEXHUYECKOI'0 XapaKTepa.

3awmpuma om HC/ co cmoponvt 6HewlHUX mMeNeKOMMYHUKAUUOHHBIX cemell
oOecreynBaeTcsi BHIOOPOM COOTBETCTBYIOLIEH TOIOJOTUU CETHU, UCIOIb30BAHUEM CPEACTB
pasrpaHUyeHusl JOCTYIa, KOHTPOJEM JaHHBIX U (QuIbTpalueil Tpapuka Ha KaHAJIbHOM,
CETEBOM, TPAHCIIOPTHOM H IPHKJIATHOM YpOBHSX ripotokoia TCP/IP.

OCHOBHBIMH MEPONPUATHAMU TPHU 3TOM SBJIAIOTCS PAa30MEHHE CETH Ha OTIENbHbBIC
CerMEeHTHI (aAMUHUCTPATUBHBIN CETMEHT, AEMUJIUTAPU30BaHHYIO 30HY, U T.1.), UCIIOJIb30BaHUE
MapuIpyTHU3aTOPOB, MEXKCETEBBIX JKPAHOB U KOMMYTAaTOPOB, a TAKXKE JPYTMX MEp U CPEICTB
3aILUTBHI.

JIns1 MCKITFOUEHHsI BO3MOKHOCTH HMCIIOJIb30BaHNs HEABTOPU30BAaHHBIX KaHAJIOB JOCTYyINa
B CHUCTEMY IyTEM LeJecO00pa3HO OTKIIOYUTh BCE HEUCINONb3YEMble CETEBBIM U
TEJIEKOMMYHHUKAIIMOHHBIM 000pyIOBaHHUEM MPOTOKOJIBI, CEPBHUCHI, NOPTHL. JlaHHYyIO Mepy
PEKOMEHIYETCsl PEAIn30BaTh, B IIEPBYIO OYEpPEb, B MOTPAHUYHBIX YCTPOMCTBAX IOCTyHa W3
cetu Mutepret k UP n UTU xene3HonopoKHBIX NPEANPUSTHIA.

3awmuma om HCJ/] na ypoene 3auwpuuwgaemvix cezmenmos JIBC obGecnieunBaercsl B
pamkax cermeHTUpoBaHusa MTU xene3Hoq0poxKHbIX NPEeANPUATHN, pa3sTpaHUYCHUS JOCTYIA K
CEeTEBBIM pecypcaM 3a C4YeT II0CIEAOBATEIbHOIO IPUMEHEHUS psAla MapLIpyTU3aTOPOB,
ME)KCETEBBIX DKPAaHOB, KOMMYTATOPOB U APYIUX MEP 3aLUTHI.

OpnHoli M3 BaXHEWINMX 3aJad B ITOM IUJIaHE SIBIISIETCSl OpPraHM3alUsl 3alUIIEHHOIO
noctyna K BHyTpeHHUM cermeHTam MTU yepe3 xkoMmyTaTopbl ¢ MOJAECPKKON (uibTpanuu
CETeBOr0 YpPOBHS, (AKTUYECKH BBIMOIHIIOMMX (DYHKIUM BHYTPEHHUX MapIIpyTH3aTOPOB,
periaMeHTUPYIOIMX Mpolrecc oOMmeHa Mexay cermeHTamu WMTU, MexceTeBble SKpaHbI, a
TaK)Ke C UCIOJB30BAHUEM CUCTEM OOHApPYKEHHSI BTOPKEHUN M CPE/ICTB 3allUThI OT «OTKa3a B
0OCITy’)KHUBaHUN».

Kpome ¢usmueckoro pazdoueHns ceTd Ha CErMEHTHI BO3MOXKHO CO3/IaHUE JIOTHUECKUX
CErMEHTOB C ITOMOILBIO TEXHOJOTHH BUPTYAJIbHBIX ceTel. [[puHIuI oprann3anuy Takux ceren
3aKII04aeTcss B JOOaBICHHWU IOJsl B CTaHIAPTHBIN 3arosioBok Ethernet-dpeiima, kotopoe
COJIEP’)KUT HOMEp BHUPTYaJIbHOM CeTH, K KOTOpOH OTHOCUTCSA HaHHbIM (peiim. [Ipu sTom
HEMOCPEJCTBEHHOE O0pallleHue MaIIH U3 OJIHOM BUPTYAIbHOW CETH K IPYrod BUPTYalbHON
CETH BO3MOKHO TOJIBKO COTJIACHO Pa3pelICHHBIM MapIIpyTaM.

JlocTynn K cerMeHTy ceTu (IEMWIMTApU30BaHHOW 30HE), B KOTOPOM pAaclojararoTcs
HOTEHIMAJIBHO YSI3BUMBbIE CETEBbIE CIYKObI, OCYIIIECTBISETCS C UCIOJIb30BAHUEM MEKCETEBBIX
9KpPaHOB WJIM KOMMYTAaTOPOB C (yHKUMEN (UIbTpalMEell CETEBBIX IAKETOB, MEXKCETEBBIX



35

9KpaHOB ypoBHs BeO-cepBepa (WAF).

3awmpuma om HC/] na ypoene paszepanuuenusn oocmyna mexanusmamu cemeeou OC
JOCTUTAETCSl 3a CYET MCIHOJB30BaHUS B TMIOJHOM OOBEME BCTPOEHHBIX MEXaHU3MOB
0€30MacCHOCTH  CETEeBbIX OMNEPAlMOHHBIX CHUCTEM, MPOMICAIINX MPOIEAYpY OICHKHU
COOTBETCTBHS B COOTBETCTBHUM C 3aKOHOAATENbCTBOM TocynapctBa-wieHa OCK/.
Hcnonb3oBaHue STUX MEXaHU3MOB OCYIIECTBIISIETCS] BO B3aUMOCBSI3U C IPYTUMHU MEXaHU3MaMU
3alUTHl B paMKax eAuHOW monuTuku wuHpopmarmonHot oOe3zomacnoctu WP u UTU
KEJIE3HONOPOKHBIX IPEIPUATHIN.

[Tonutuka OGe3zonmacHocTH Ha ypoBHe OC nomkHa oOecrneyuBaTh pEIIEHHE JBYX
OCHOBHBIX 33/1a4:

— «yxecroyenue» Hactpoek OC, mpuBojsiiee K M3MEHEHUIO €€ KOH(PUTYypaluu C

LIETIBI0 TIOBBIIIICHUST YPOBHS O€30MaCHOCTH CUCTEMBI B I€JI0M;
— YyOaleHWe KOMIIOHCHTOB  ONEPAIMOHHOM  CHCTEMBI, HE  HYXHBIX  AIi
(G YHKIIMOHUPOBAHUS CUCTEMBI B pAMKaX BBITTOJTHSAEMBIX 3a/1a4.

B pesynapTaTe STOrO yMeHbIaeTcs HAOOpP KOMIIOHEHTOB, KOTOpPbIE HEOOXOIUMO
MOAICP)KUBATh B AKTYaJIbHOM COCTOSIHUM, W YMEHBIIACTCS KOJMYECTBO BO3MOXKHBIX TOYEK
aTaKu HAPYIIUTEIIs.

st peanuzanuu 3THX 3a7a4 HeoOxoauMo ycTaHaBiuBaTh OC co BCeMU MMEIOIIUMHUCS
K He OOHOBIEHUSIMU, OCOOCHHO OOHOBJICHUSIMU, OTHOCSIITUMHUCS K BOMPOCaM O€30MaCHOCTH
uHpopmanmu. Heo6Xxo1umMo UCKITI0YaTh BO3MOXKHOCTh HEAJCKBATHBIX TTOTHOMOYMI JOCTyTMA K
CUCTEMHON MH(POpPMAIIUU KPUTHYHOTO XapaKTepa 3a CYET UCIIOIb30BaHUs MPOIETYyPhl PYYHOU
MIPOBEPKHU TPaB JOCTYIA K CUCTEMHBIM (aiiaM. 3aTeM HEOOXOAUMO BPYUYHYIO UCKIIOUYATh U3
ONEPALMOHHBIX CETEBBIX CUCTEM U3JIMIIIHUE KOMIIOHEHTHI.

Jnst xontpons mpaBuiibHOCTH HacTpoek OC u 3ab1aroBpeMEeHHOro OOHapy>KEeHUS
ySI3BUMOCTEN PEKOMEHAYETCsI UCIIOIb30BAHUE CPEACTB KOHTPOJIs 3amuieHHocTy OC.

3awmguma om HC/ na ypoene paszcpanuuenus oocmyna mexanusmamu CYB]]
o0OecreynBaeTCss MyTeM UCIOIb30BaHUS B TIIOJIHOM O0BbEME BCTPOCHHBIX MEXaHHU3MOB
6e3omacaoctu CYBJI. Peanuszanus nmonutuku Oe3omnacHocTd Ha ypoBHe CYBJl anamornuna
noaxony k 6ezonacHoct OC.

B sToMm cnydae pekomeHyeTcs yctaHaBiauBaTh Bepcuto CYBJ] co Bcemu nMerommumucs
obHoBneHusiMU. [locne ycTaHOBKH 3TUX OOHOBICHUM HEOOXOAMMO MOCTOSHHO MOJISPKUBATh
CYB]] B akTyaIbHOM COCTOSIHUH, MIEPUOIMICCKU YCTAaHABIMBAs HA HEE HOBbIC OOHOBIICHUS, B
YaCTHOCTH T€, KOTOpPbIE UMEIOT oTHOLIeHUe K 6e3onacHoctu CYB/I.

Kpome ToOrOo, pexoMeHIyeTCsi HCKIIOYUTh BO3MOXXHYIO HEaJeKBAaTHOCTh aTPUOYTOB
J0CcTyna K 00BEKTaM CHUCTEMBI, UCKIIFOUMTh KOMIIOHEHTHI, He TpeOyronuecs st o0oecreueHus
paboThl B paMKaxX BBITIOJTHSEMBIX 33/1ad, OTKJIIOYUTh WJIM CMEHHUTH MAPOJH JJIsI BCTPOSCHHBIX
yaeTHbIx 3amucedt CYBJl, mepuonuuecku yaaaaTh HEUCIIONb3yeMble YYETHBIC 3alluCh
nosib3oBareneil CYB/[, u mpoBoauTh psl Jpyrux B3aMMOYBSA3aHHBIX MEp B paMKax
peau3auuu  €AUHOW  ITOJUTHKHU nHpopmanmonHoii 6e3onacHoctu P n UTU
KEJIE3HOJOPOKHBIX IPEATPUITHIA.
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Jlnst KOHTpOJii MpPaBUIBHOCTH HAaCTPOEK W BO3MOXKHOCTEH 3a0JaroBpeMEHHOIO
obOHapyxeHusi ysazpumocteir CYBJl, pexomeHayeTcss HCIONB30BAHUE CPEACTB KOHTPOJS
samuieHHoct CYB/I.

3awguma om HC/] xomnviomepoe HUP u HTH xene3HOOPOXHBIX TMPEANPUSTHN
JOCTUTAETCsl MCIOIB30BAaHUEM CPEJICTB 3AIIUTHI, OCYIIECTBISIOMIUX CIEAYIOLIUE IEUCTBUS,
HaIpuMmep:

— WACHTU(DUKAIUI0O W  ayTeHTU(UKALMIO TIOJb30BaTelI€il IO  3JIEKTPOHHOMY

UACHTU(PHUKATOPY U APOJIIO;

— KOHTPOJIb LIEJIOCTHOCTH POTPAMMHOTO U HH()OPMAIITMOHHOT'O 00ECTIEUEHHUS;

— 3ampeT 3arpy3kd OINEPALMOHHOW CUCTEMBI CO CBEMHBIX MAIIWHHBIX HOCHUTEIEH

nHpopManuu;

— pasrpaHu4eHHUE TOCTYIa [I0JIb30BATENIEH K pecypcaM KOMITBIOTEPA.

Pecucmpayua kpumuunvix cucmemnwix coovimuii 8 U'TU nomkHa oGecrieynBaThCS
cpeactBamu  3ammTel ot HCJ[ w  cpeacTBamMu  KOHTPOJS — 3alIMIIEHHOCTH B
aBTOMAaTH3UPOBAHHOM DPEKMME, ITyTEM 3alUCU MHPOPMAIIUU O BPEMEHH, XapaKTepe U APYroi
nH(popMau 00 3TUX COOBITUSAX B CUCTEMHbBIE PETUCTPALIMOHHBIE KYPHAIIBI.

OnepatuBHBIA aHATN3 COOBITUI, MPOUCXOASAIINX B CUCTEME, JOIKEH OCYIIECTBISATHCS
Ha ocHOBe aHaimu3a aaMmuHuctparopamu WP m UTH xypHanoB perucrpanuv CHCTEMHBIX
COOBITHI M )KYpHAJIOB ay/IUTA.

HekoTopeie cpencTBa 3amMThl, HAaIpUMEp CpeAcTBa OOHApYKEHHUs aTaK B pealbHOM
Macitabe BpeMeHH, O0Ja/laloT BCTPOCHHBIMH MEXaHM3MaMH OIEPATUBHOTO OIOBEIIEHUS
aIMUHUCTPATOPOB O KPUTHUYHBIX COOBITUSIX MyTE€M BBIJIaYW ATOM WH(OpManuu Ha KOHCOJIb
yIpaBJeHus, Epeiauu ee Mo IESKTPOHHOM MouTe Win, Hanpumep, nyremM SMS-omnosemienuii.

Hoxcucrema kpunrorpapuyeckoin 3ammrbl MHpopmauuu cucremsl UP u UTHU
KEJIE3HOIOPOKHBIX MPEIIPHUITHI MOXKET UMETh PACIIPEICIIEHHYIO CTPYKTYPY U 00eCrieYnBaTh
BBITIOJTHEHUE CIIeNYIONTUX () yHKITHI:

— mudpoBanue (pacrmmdpoBaHKe) TaHHBIX Ha KOMIBbIOTEpax mojb3oBateneii VP u

UTH;

— OpraHu3anus ¥ KOHTPOJIb IEJIOCTHOCTH MPOTPAMMHBIX HH(OPMAIIMOHHBIX 00bEKTOB

nonas3oBarenen P u UTH;

— aBTopu3alusA, ayTeHTH(UKanus U uaeHTUduKanus mois3oBatenet UP u UTH,

YYaCTBYIOIIMX B TEXHOJIOTHMYECKUX MPOIECCAX MEKIYHAPOIHOTO COOOIICHHS,

BBIpPAa0OTKa, MPOBEPKA HIEKTPOHHBIX MOAMUCEH/3MEKTPOHHBIX HU(POBBIX MOIHCEN
IOPUANYECKH  3HAYUMBIX  3JEKTPOHHBIX  JOKYMEHTOB,  HCIIOJIb3yeMbIX B
MEXTyHAPOTHOM COOOIIECHNUH,

— (opmupoBaHUe 3aUIIICHHBIX KAHAIOB MepeIaun JaHHbIX.

[TocTpoenue nojcucTeMbl KpUNTOrpapuYECKOi 3alUThI BHIOIHIETCS B COOTBETCTBUU
C HALMOHATBHBIM 3aKOHO1aTENbCTBOM rocyaapcTBa-uineHoB OCK/I.

Hcnonp3oBaHue MOACUCTEMBbI KpUNTOrpaduyecKor 3aluThl WHPOpPMAIMH B paMKax
HacTosAmen [laMsITku OCyHIECTBISIETCSI B COOTBETCTBUM C HAIMOHABGHBIM 3aKOHOIATEIbCTBOM
rocynapctBa-wieHa OCXKJ[, a Takxke ABYCTOPOHHUMH COIVIAIIEHUSAMH MEXAY KEJIEe3HbIMU
noporamu rocynapcts-wieHoB OCK/I.

MMoacucrema koHtposs 3amumenHoctu WP u HUTHU  xene3HOOOPOKHBIX
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HpeI{l’IpI/I}ITI/Iﬁ MOJKET BKJIFOYATh CICAYIOIIUEC OCHOBHBIC 3JIEMCHTHI.

— cHCTeMy 0OHapy>KEeHHs BTOPKCHUH;

— CHCTEMY aHaju3a 3allUIIeHHOCTH Ha YpoBHE ceTh IHTepHET;

— CHCTEMY aHaJIu3a 3alMIIEHHOCTH Ha YPOBHE ONIEPALIMOHHON CUCTEMBI;
— CHCTEMY aHajIu3a 3aluileHHOoCTH Ha ypoBHEe CYB/I.

Cucmema ooHapysCceHUs 6MOPIHCEHUTI MOIHCEN BKIIOUAMb'

— TPOrpaMMHO-TEXHMUYECKHUE CPENCTBA, IMO3BOJISIOMNE 3(PPEKTUBHO M C BBICOKHM
OBICTpOJIEHCTBIEM OOHAPYKUBAThH U OJIOKMPOBATh BHEIIHUE ATaKy;

— TpPOrpaMMHBIE CPE/ICTBA, TO3BOJISAIOLINE BBINOIHATE OOHApYKEeHHE U OJOKMpPOBaHHE
aTak B peaJbHOM MacluTabe BpeMEHHM BO BHYyTpeHHuUX cermeHrax WTU,
ITPOU3BOMMBIX 3JIOYMBIIIJICHHUKAMU KaK CHApykH, Tak U u3nyrpu UTH, a taxxke
PETUCTPUPOBATH BCE ONEPALMH, INPOBOAMMBIE IPU OCYLIECTBICHMM AaTaKd ISl
MOCJIEYIOILETO aHAIN3A.

IIpu 5TOM pemaroTcs ClIeayronme 3a1a4u:

— OoOHapyXeHHe aTaK, MMEIOIIUX IeJIbI0 «OO0OWTH» CYIIECTBYIOLIME 3alllUTHbIE

MexaHu3Mbl. K TakuM atakaM MOTyT ObITh OTHECEHBI: CKaHUpPOBAaHUE IOPTOB U

UCTOJIb30BaHUE CKaHEPOB 0€30MaCHOCTH, aTaKH TUIA «I10A00p Mapos» U «OTKa3
B 00CITY)KUBAaHUHU», HCIIOJIB30BAaHUE «TPOSIHCKMX KOHEH», HECaHKLIMOHMPOBAHHOE
MOJKJIFOYEHHE K CETH U T.[1.;

— aHaJIU3 CETEeBOro Tpa(uka, BKIIOYAIOLIEr0 M3y4eHHE WH(OPMAIMOHHBIX MOTOKOB,
HCIIOJIb3YEMBIX CETEBBIX IIPOTOKOJIOB U T.JI.;

— aHaju3 JaHHBIX, NOCTYIAIIMX OT MapUIPYTU3aTOPOB, KOMMYTaTOpOB U MO;

— ONOBEILICHHE B PEaIbHOM MacIiTade BpEMEHH aJMUHHUCTPATOpa OE30IIaCHOCTH Yepes
KOHCOJIb YIIpaBJICHUs, AJIEKTPOHHYIO Mourty win myreM SMS-onosenienuit 06
oOHapy»KEHHOI aTake;

— PpErucTpans aTak B )KypHase Ul JaJbHEUIIETro BOCIPONU3BEICHNS U aHAIN3a U T. 1.

Cucmema ananusa 3auguuieHHocmu Ha ypoeue cemu Unumepnem npeaHa3sHadeHa Ui
pelIeHHs] OJIHOTO M3 Ba)KHBIX ACHEKTOB YIPABIICHUS CETEBOW OE30MaCHOCTHIO — BBISIBICHUS
ys3BuMocTel. [Ipu moMonym 1aHHON CUCTEMBI CIIEAYET POBOAUTD PETYISIPHBIE BCECTOPOHHUE
WIA BBIOOPOYHBIE TECTHI CETEBBIX CEPBUCOB, OMNEPALMOHHBIX CHCTEM, IPUKIAJHOTO
IPOrpaMMHOTO 00ECTICUeHHS, MApIIPyTU3aTOPOB, MEKCETEBBIX dKpaHOB, Web-cepBepos u T.11.
Taxum 06pa3oM, cucTemMa MOXKET BBITIOJIHATD CIEAYIOUIHE TeHCTBUS:

— nposeaeHue nuBeHTapusauuu NP u UTU;

— obnapyxenne B P u UTU ysa3BumocTeil, MO3BOISAIOMMX 000MTH CYIIECTBYIOIINE
3alIUTHBIE MEXaHW3Mbl (K TaKUM YSI3BUMOCTSAM MOTYT OBbITh  OTHECEHBI:
HeMnpaBWIbHAsI KOHPUTYpalLUs ceTeBOro 000pyA0BaHMs, yCTapeBllee MporpaMMHOE
o0ecrieueHne, HEUCI0JIb3yeMbIE CETEBbIE CEPBHCHI, «CITa0BIe» MAPOJIH U T.11.);

— a”aiu3 u3MeHeHun ypoBHs 3amuuieHHoctd UP u UTU u T.1.

Cucmema ananuza 3aWiUUWEHHOCMU HA YPO6HE ONEPAUUOHHOU CUCHEMbl JTOJDKHA
IIEPUOJANYECKN BBINOJIHATh AHAJIW3 3AlIMIICHHOCTH KOMIIBIOTEpAa WIM CEpBepa IO ABYM
HaIPABJICHUSAM:

— aHaJM3 HACTPOEK OINEpalMOHHOW CHCTEMBbl, KOTOpPbIE MOT'YT OBbITh HCIOJIb30BAHbI

3JIOYMBIIIJIEHHUKAMU JUIS OCYIIECTBIICHUS ATAKH;
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— CKaHupyemasa CUCTeéMa J[JOJIKHA TMPOBCPATHCA Ha HAJIWYUC «CICOOB», YIKC

OCTAaBJICHHBIX 3JI0yMBILIICHHUKAMHU.
Cucmema ananu3za 3awguuiennocmu na ypoene CYhB/] npennasHaueHa s NpOBEPKU
CYB/l Ha Hamuuue HENOCTaTKOB MpU KOH(PUIYypUPOBAHUHM, KOTOpPBIE MOIYT OBITh
UCIIOJIb30BaHbl 3JIOYMBIIIJIEHHUKaMU. [IpoBepka B 3TOM ciyyae OCYILECTBISETCA B
COOTBETCTBUU C I1a0JOHAMU, YUYUTHIBAIOIIMMHU pa3iInyHble TpeOoBaHUs Mo Oe3omacHocTH 6a3
JAaHHBIX.
Iloocucmema anmueupycnoil 3augumut TpeOyeT UCIOIB30BAHUS KOMIUIEKCA CPEACTB,
oOecrneynBaroluXx B npearaeMoii apxurekrype UP u UTU:
— aHTUBUPYCHYIO 3aLUTY CPEICTB BBIYUCIUTEIbHON TEXHUKHY;
— AHTUBHPYCHYIO 3aIIUTY IUTI030B (y3710B qocTyna) MaTepHer;
— aJIMMHHMCTPUPOBAHME BCEX AaHTUBUPYCHBIX IPOAYKTOB, YCTAHOBJICHHBIX B CETH;
— TIepuoJuuYecKoe OOHOBIIEHHME MporpaMMHOro obecredeHus U 0a3 JaHHBIX
IIPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX IIPOIPAMM.
— aHajgu3 COOOIICHHI SJIEKTPOHHOM MOYTHI,
— ILEHTPaJIU30BaHHOE AIMUHUCTPUPOBAHKUE CPEJICTB AHTUBUPYCHOM 3aILNTHI.
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9 BEJEHME JAEJI 1O NAMSTKE

Benenne nen mo Ilamsatke ocymectBisercs [locTosHuoit paboueii rpymmonn OCXK]]
«Konuposanue 1 ”HGOpMATUKA.



